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O6nactb npumeHeHna KAPMA

Kpuntorpaduuecknit komnnekc KAPMA (ganee - KAPMA) - nporpamMmHoe peLueHue 415 UCnoib3oBaHus
KpunTtorpadmyecknx pyHKLNN, TaKMX KaK LWPpoBaHUE, YCTaHOBKA U NPOBEPKA 3/1EKTPOHHOM LmdpoBoi
noAnucuy, B NPUKAaAHbIX PYHKUMOHANbHbIX cuctemax. KAPMA no3sosfeT NpUMMEHATb B MPUKAALAHOM
nporpammHom obecneyeHnn Kpuntorpadpuyeckne metToabl 3aWmUTbl MHPOPMALLMK, UCONb3YSA
BbICOKOYPOBHEBbIM UHTEpdelic, He TPebylowWwmMii cneuyanbHbIX 3HaHUM B 061acTu Kpuntorpadum, yuéTa
0COB6EHHOCTEN UCNONB30BaHMA Pa3NYHbIX KPUNTOrpadUUeCcKnX NPoBaiaAepoB 1 ONePUPOBAHMA
CNeumnanbHbIMK KpUNTOrpaPuUecKMmmM 06bEKTaMM, TAKMMM KaK KIOYEBbIE KOHTENHEPDI, X3LW-YHKLUMUM
1 npoyee. BusyanbHasa 060104Ka no3sonseT ucnonb3osaTb KAPMA B KayecTBe nepcoHanbHoro APM ans
KpunTtorpadumyeckoint o06paboTtkum dpainnos.

CuctemHble TpeboBaHuA

KAPMA npeaHasHauyeHa ana GyHKUMOHUPOBaAHMA B onepaunoHHbix cuctemax Microsoft Windows
2000SP4/XP/2003/Vista/7/8.1/10. Ans yctaHOBKKU 1 paboTbl cuctembl KAPMA HeobxoaMmo TaKxke
Hanuume Microsoft .NET Framework Bepcuu He Huske 4.0 ( + Bepcua 3.5 ans noageprKka
COBMECTMMOCTHU ¢ npunoxxeHnsamu CLR 2.0).

KAPMA obecneumnsaeT paboTy CO BCEMU KpUNTONPOBaAepamu, NOAAEPHKMBAOWMMU cneunduKaLmio
Microsoft CryptoAPI 2.0, B Tom uncne Microsoft Strong Cryptographic Provider, KpuntoMpo CSP,
SignalCOM CSP, Bep6a-OW, lenkeit SMARTCRYPTO CSP, lomeH-K, AsecT u gpyrue.

CocrtaB U Ha3HavyeHne KomnoHeHToB KAPMA
KAPMA cocTouT 13 cnegyrowmx KOMNOHEHTOB:

- CepBUC B3aMMOLENCTBUA C KPUNTONPOBANAEPOM;
- bubnmnoteka obbekta COM-mHTepdeiica KpunTtorpabmyecknx GyHKLUN;

- bubnnoteka obbekta COM-uHTEpdeiica pyHKLMN B3aMMOAENCTBMA C UHOPACTPYKTYPOM OTKPbITbIX
Kntoueit (PKI);

- 6ubnunoteka .Net cbopka CarmaCryptographySupport;
- rpaduyeckas 060104Ka;
— OYHKLUMOHaAbHbIE paclUMPEHUS;

— CepBUCHbIE YyTUANTbI (HACTPOWKa, AMarHOCTUKA NnaTGopMbl);

- JIOKanbHbI Beb-cepBep(CTpaHMLLbl HACTPOMKM U TeCTUPOBAHMA yHKLMOHANA)

CepBuC B3aumogenucTema ¢ KpMNTonpoBangepom

CepBuC B3aMMOAENCTBUA C KPMNTONPOBaNAEPOM NpeacTaBAsfeT coboin UCNONHAEMOE NPUOKEHME,
HenocpeAacTBeHHO obpaluatoweeca K pyHKUMAM KpUnTonpoBsaiaepa, obecneuynBan KOPPEKTHbIN BbI3OB
nocaeA0BaTeNbHOCTU KpunTorpadpuyecknx onepaumin Ans BbiNoJHEHWA NocTaBAeHHoM 3agayun. CepBuc
B3aMMOZEMNCTBUSA C KPUNTONPOBaKAEPOM MOXKET pPaboTaTh B ABYX PEXMMAX — KaK 3anycKkaemoe
NPUNONKEHWNE N KaK CUCTEMHAA CyXKba (B perkmme cucTeMHOM CNyXbbl GYHKLMOHANBHOCTb MOAYAA
OrpaHnyeHa GyHKUMAMM, He TPebyoWwmnmmM NpeabsaBieHUsA CEKPETHOTO KNtoYa, Hanpumep: NpoBepKa
NoANMCHK, NoSTyYeHNe PekBU3NTOB cepTnduMKaTa u T.n.). CepBUC 3anycKaeTcs 1 paboTaeT B CUCTEMHOM



KOHTEKCTe, He 3aBMCMMOM OT KOHTeKCTa npuknagHoro MO, ncnonbsytowero KAPMA, n moKeT bbITb
3anyLeH oT MMeHU APpYroro Noab3oBaTens.

Bubnnortekn o6vektoB COM-uHtTepdeiicos

bubnnotekn ob6vekTtoB COM-nHTEpdencoB KpuntTorpaduyeckmx GyHKUUM U GYHKLUIN B3aMMOAENCTBUA C
NMHPPACTPYKTYPOMN OTKPLITbIX KAtoUel obecneunsatoT perncTpaLmio B CUCTEME U UCNONb30BaAHNE
NPUKNAgHbIM NporpaMmHbIM obecneyeHnem Habopa BbICOKOYPOBHEBBIX PYHKLMIA A1A BbINOAHEHUA
wndpoBaHUa 1 pacMdpPoBbIBAHMA AaHHbIX, YCTAHOBKY M NPOBEPKY 3NEKTPOHHOM LUMdpPOBOM Nognucuy,
paboTy ¢ cepTUPUKATAMM OTKPLITLIX KAtoYel. PyHKUUKM BUBAMOTEK BbI3bIBAOTCA MOCPEACTBOM
CTaHZapTHoro mexaHmama COM uyepes obpalieHne K o6bekTam EosCryptoSve n EosPKISvc. Bubnmorteku
06BbEKTOB He coaeprKaT B cebe MexaHM3MoB 06paboTKM AaHHbIX, OHW MLWb GOPMUPYIOT 3aNpPocC K
CepBUCY B3aMMOAENCTBMA C KPUNTONPOBANAEPOM, NepeaatoT U Noay4datoT gaHHble. ObMmeH mexay
61MbAnoTEKAMM N CEPBUCOM MPOU3BOANTCA NO COBCTBEHHOMY NPOTOKOY, 6asmpytoLemyca Ha
MeXaHU3Me MMeHOBaHHbIX KaHasoB (Named Pipes), 4To N03BO/IAET CEpBUCY B3aMMOLENCTBUSA C
KpunTonpoBanaepom bbiTb 3anyLLEHHbIM Ha MPOM3BOILHOM yAaieHHON mawunHe (B gaHHOM pexunme
dYHKUMOHANbHOCTb MOAYAA orpaHuyeHa GYHKUMAMM, He TpebyroLmMmmM npeabaBieHUA CEKPETHOMO
KNt0Ya, HAaNpUMep: NPoBepPKa NOANMUCU, NOSYYEHUE PEKBU3UTOB cepTUPUMKATA U T.M.).

Bbubnnoteka .Net c6opka CarmaCryptographySupport

CarmaCryptographySupport asnsetca c6opkoit .Net (Bepcuu CLR 2.0 n 4.0), KoTopas ucnonb3yeT
KpunTto-nHTepdencol KAPMA n peannsyet paboTy ¢ KpunTtorpadumyeckumm gaHHbimu, XmIDsig n XAdES
noanucamm c nogaepxkov FOCT anroputmoB. PaboTa ¢ ceptudukatamm, nognucamm CMS
(Cryptography Message Syntax), wWndposBaHMe OCYLLECTBAEHbI Yepes KaacCbl — «06epTKM», KOTopble
yNpoLLatoT NPUKNALHOM KOA U UCNOb3YIOT yaobcTBa cpeapl .Net 1 A3bika C# B YyacTHoCTU. B
3aBMCMMOCTM OT Bepcum 6ubnunotekn (3.0 \ 4.0) ans B3aumogencreuns ncnonbsyerca amb6o COM —
06beKTbl, MMbB0 Npamble 3anpockl Http\NamedPipe.

Fpaduueckana ob6onouka

lpadunyeckan 060/104Ka peannsoBaHa B BUAE paclimpeHmns KoHTeKcTHoro meHto Windows Explorer un
no3BoaseT NPUMEHATbL KpMNTorpadpuyeckme onepauum K BbibpaHHbimM dainam. CucTema coxpaHaembix
npoduneit N03BoAAET NPOM3BOAUTL OMEPaLMN C 3apaHee onpeaenEHHbIMMU NapaMeTpamu.

CDyHKLI,VIOHaIIbeIe pacwunpeHua

dyHKUMOHaNbHbIE paclUMpPEHUs, TaKMe KaK rpaduyeckoe pakcmmme, paclumpeHme no pabore c
cepBepamu LITamMnoB BPeEMEHM, MO3BOAIOT 406aBASTb HOBble BO3MOXKHOCTU KAPMA 1 noBbIwaTh eé
dYHKLMOHaNbHOCTb U y406CTBO MCNONb30BaAHUSA.

CepBUCHbIE YTUAUTDI
B KomnneKT noctaBkM KAPMA BXOAAT yTUANTbI HAaCTPOMKM PEKMMOB PaboTbl KpunTorpadmyeckoro
cepsuca.

JlokanbHblA Be6-cepBep
Mocne 3anycka cepsuca KAPMA B 6paysepe 4OCTyMHbI cieaytowme npegonpeneneHHble cTpaHuLbl
(nopT Http no ymonuaHuio 8080)

- http://localhost:8080/settings - cTpaHMLa peaakTMPOBaHMUA HAacTPOEK cepBuca



https://tools.ietf.org/html/rfc5652
http://localhost:8080/settings

- http://localhost:8080/test - cTpaHuULa TecTMpoBaHUA GyHKLUMI cepBurca

HocTyn K APl moKeT 6bITb ocyLLecTsaeH ¢ nomolbto GET/POST 3anpocoB Ha agpec cepsuca
http://localhost:8080

Jlornyeckas cxema pabotbl KAPMA:
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http://localhost:8080/test
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