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1. BeepeHue

Bubnumoteka rpadmyeckon noanncy pacimpseT BO3MOXKHOCTU cuctembl «KKAPMAY,
no3sonas Ao6asnATb K uMdpoBon nognuck rpadpuyeckoe n3obparkeHre B KayecTse aTpubyTa.
Monb3oBaTeNbCKUI MHTEPDENC, NpeaocTaBaaemMblii 6MbANMOTEKON, NO3BONSAET CO34aBaTb
HN300pakKeHHE NOCPeACTBOM MbIWK, MEPa UAM CTUNYCA UCNO/b3yA MEXaHU3M 3axBaTa
PYKOMWUCHbIX AaHHbIX pa3paboTaHHbIit Kopnopauuei Microsoft ans nnaHweTHbix MK. Hapsaay c
PY4YHBIM CO34aHMeM nM30b6parkeHna nHTepdenc noaaepKmBaeT UMNOPT PACNPOCTPAHEHHbIX
dopmaToB rpapumueckmnx dpannos.

2. Nonb3oBaTenbcKkuii uHTepdeic

J Moanuce Mpasxka Cnpaska

J [ 3 [gnoanmcars | / Pucosanne 9P CTupanune ||3 vl J &

INEKTPONHLIE OOHCHME

Mpaduyeckas noanucs |430 x 220 4

Puc. 1.
[NaBHOE OKHO MOJIb30BaTe/IbCKOro MHTepdelica 6BMBAMOTEKN pacluMpPeHns 306paXkKeHo
Ha puc. 1. [naBHOe OKHO BK/IlOYaeT B cebsi MeHI0, NaHe b MHCTPYMEHTOB, OKHO rpadpuyeckoro
BBO/AA M CTPOKY COCTOAHUA. B pexkmme co3aaHUsA NOAMMUCK aKTUBHbI BCE 3/1EMEHTbI
ynpaBieHUs, B PEXMME NPOCMOTPA NOAMUCKU AOCTYMNHbI TONbKO NYHKTbI MeHto «Bbixoa» n «O
nporpamme...».

2.1 ThaBHOe meHI0
MeHto «Moanucby BKAOYaeT B ceba cnepytolime NyHKTbI:

L] OYMCTUTb — OUMLLAET OKHO rPadUUECcKOro BBOAA, YAaNssn GOHOBbINA PUCYHOK M
pyKONUcHble gaHHble. OKHO BBOAA 3a/IMBAETCA TEKYLLMM LBeTOM dOoHa.

& OTKpbITb — NO3BOAAET 3arpy3nTb GOHOBbIM PUCYHOK B Ka4yecTBe NOAJOXKKM NOAMUCHK.
Ecnun pasmep BbibpaHHOro n3obparkeHma npesbiaeT pa3mepbl OKHA BBOAA, TO M306paxKeHue
YMEHbLLAEeTCA A0 pa3MepoB OKHa C COXpaHeHnem nponopuuii. Ecam pasmep nsobparkeHuma
MeHbLLEe Pa3sMepoB OKHa U306parkeHne nomeltaeTca B LeHTpe GoHa.

' Noanucatb — noATBepPKAAeT co34aHne N30bpakeHMA U COXPaHAET pe3ynbTaT B
KauyecTBe aTpmbyTa noanucu.

Bbixo4 — 3aKpblBaeT OKHO. B pexume co3gaHma nognucu npu Bbibope 3TOro NyHKTa
oTobparkaeTca AManor NOATBEPKAEHUA BbIXOAA C NPEAJ/IOKEHUEM COXPAHEHUA pe3y/bTaTa.

MeHto «llpaBKa» COCTOUT U3 NYHKTOB:



PucoBaHue — nepekntoyaeT OKHO BBOAA B PEXKMM PUCOBAHUSA LUITPUXOB NOAMMUCH.

# CTupaHue — nepek/toyaeT OKHO BBOAA B PEXKMM CTUPAHUA LUTPUXOB.

& LBeT dOHa — OTKPBIBAET CTAHAAPTHbIN AMANOT BbIGOPA LiBETA, NO3BONAIOLMIA
yKas3aTb useT ¢oHa nsobpaxeHus. Mpn nameHeHnun ueTa GOHa, 3arpyKeHHbIN
$GOHOBbBIN PUCYHOK HE M3MEHAETCA.

# LlBeT nepa — OTKpbIBaeT CTaHAAPTHbIN AManor Bbibopa wBeTa, NO3BONAIOLLNI YKa3aTb
ugeT nepa.

CowcTBa NoANUCH... - OTODpaXKaeT Ananor pefakTMPOBAHNA CBOMCTB NOAMUCH.

MeHto «CnpaBKay BKAOYAET B cebA eaMHCTBEHHbIM NYHKT «O nporpamme...» oTobparkatoLwmii
COOTBETCTBYIOLLMIA AManor.

2.2 MNaHenb UHCTPYMEHTOB

Bce KHONKM NaHeNnn MHCTPYMEHTOB Ay6/MPYIOT COOTBETCTBYHOLWME KOMAHAbI TNaBHOIo
MeH0. MCKNtoueHne cocTaBaseT BbiNaAaolWmii CNMCOK peaakTUPOBaHMA TOJWMHbI LWITPMXA.
[Ns U3MeHeHUs TONLWMHBbI HeobxoaMMO BbibpaTb 3HAYEHUE U3 CNUCKa, M60 BBECTU €ro C
KNnaBmMaTypbl U HaXKaTb Knasuwy Enter. MuHnumanbHoe 3HaYeHMe TONWMHbI WTpuxa — 1,
MakcumanbHoe — 50.

2.3 OKHO rpaduueckoro BBoga

OKHO rpadnyeckoro BBoga CAYKUT ANA CO34aHUA N oTobpaxKeHUA rpadmyeckomn
nognucu. OKHO BBOAA MMeeT 3 peknma paboTbl: PEXKMM PUCOBAHMA, PEXMM CTUPAHUA U
PEeXMM NPOCMOTPA.

B peXkMme pMCcOBaHUA NPU HAXKATOM NEBOM KHOMKE MbILM BO3MOXKHO pUCOBaHMeE
WTpMxoB noanucu. Kypcop okHa BBOAA B AaHHOM pexume umeeT Gopmy TOUKM, C ANaMETPOM
PaBHbIM TO/LLMHE WTPUXA.

B perknme CTMPaHMUA WITPUXM NOANUCK YAANAOTCA TONbKO Le/IMKOM, YAaNeHMe YacTu
LITPMXa HEBO3MOXKHO. Kypcop OKHa BBOAA B AaHHOM pexuMme nmeet Gopmy NacTUKa.

B pexkume npocmoTpa HEBO3MOXKHO Kakoe-nMbo nsmeHeHne n3obparkeHma noanmcy.
Kypcop nmeeTt ctaHAapTHY0 dopmy.

2.4 CTpOKa cOCTOAHMUA

CTpOoKa COCTOAHMA NpegHa3HayeHa AN 0TObpaXKeHMA PaclUMPEHHOro ONMCAHMA KOMaHL MEHO
M TEKYLLEro pasmepa M3obparkeHna noanmcu.

2.5 Ownanor cBoicTB noanucu

I paguyeckan nognuce
MuHuMansHel pasmep: 4305220

MakcumMansHei pasmep: 800x600 Otmena |

Wupwna; [EED] = Bricota: |220 5: Mo yMonvaHuo

Puc. 2.
[lnanor cBOMCTB NoAnNncKH n3obpaskeHHbIN Ha puc. 2 npeaHasHayYeH A1 U3MeHeHus
pa3mepoB n3obpaskeHna noanuncu. Pasmep nsobpaskeHua 3agaeTca B NMUKCENsaX.
MaKcuMManbHbI pasmep paccHMTbiBaeTCa Mcxoaa U3 pasmepos paboyero ctona,

MWHUManbHbIN pasmep 430x43 nukcena. Pasamep nsobpaxkeHna NogNUCK NO YMONYAHUIO -
430x220 nukcenen.



KHonKa «Mo ymon4aHUtoy» yCTaHaBAMBAET 3HAYEHUA pasMepa PaBHbIMU TEKYLLUM.

3. NHTepdeiic paspaboTunKka

NHTepdelic paspabotunka bubnmotekn rpadmyeckon NoannucKM CoOoTBETCTBYET
cneumndurkaunm nHTepderica moaynsa AobaBaeHMA U NPOBEPKU MPOU3BOILHOIO NapameTpa
3UN. AaHHbIM naparpad coaepKUT A40NONHUTENbHbIE CBeAeHUNA 0 paboTe GyHKUUI
nHTepoelica.

3.1 InitExtensionDlI|

@yHKUKMA NOoNyyaeT B KayecTBe napameTpa TEKCTOBYIO CTPOKY, COCTOALLYIO U3
MMEHOBAHHbIX CBOWCTB M UX 3HAYEHWUI, NO3BONAOLLMX PEFYIMPOBaTb NnoBeaeHne 6ubnmoTekn
paclwmpeHus.

CMHTAKCUC CTPOKU MHULMANN3ALLNN:

parameterl="valuel"; parameter2="value2"

roe parameterN — MMs CBOMCTBA, a valueN — ero 3HavyeHue,

CBOWCTBA OTAENATCA CMMBOJIOM TOYKM C 3aMNATOM «;», UMA CBOMCTBA OTAENAETCA OT 3HAYEHUA
3HAKOM paBEHCTBa «=». ECIN 3HaueHMe CBOMCTBA ABNAETCA TEKCTOBOM CTPOKOM, TO OHO
AO/IKHO 6bITb 3aKNOYEHO B ABOMHbIE KaBblYKM «"». CMMBOIbI Npobena oKpyKawLume
CBOWCTBA, 3HAYEHWNA UM CUMBO/bI Pa3feNnUTeNA He YUUTLIBAIOTCA NPU aHaNN3e CTPOKM.
Pernctp cuMBONOB UMEHW CBOMCTBA HE YYUTbIBAETCA.

MpW HaIMYUM CUHTAKCUMYECKMX OWMBOK B CTPOKE MHULMANM3AUNN YHKLMA BO3BPALLAET
FALSE 1 6ubanoteKa He cuMTaeTca MHMLMANU3NPOBAHHOM . CBOMCTBA U 3HAYEHUSA He
nogaep’knsaemble 6U6NMOTEKONM paCLLUMPEHMA UTHOPUPYHOTCA.

B HacToALWee BpeMa NOAAEPKUBALOTCA Caeaytowme CBOMCTBA:

GSImage="C:\path\to\image.jpg”

3HayeHMem CBOMCTBA ABAAETCA NYTb K rpadmyeckomy dainy, KOTopbliii aBTOMATUYECKN
3arpyrKaeTcsa B OKHO rpaduyeckoro BBoga npu sbizose pyHKumm AcquireCryptMsgAttributes.
dyHKuma InitExtensionDIl He npoBepsaeT HaAnuMA N KOppPEKTHOCTK daina.

GSSilent=TRUE

BKAOYaeT TUXnii pexknm. B gaHHOM pexrme nosib3oBaTeIbCKUiM NHTepdeiic He
oTobparkaeTca Nnpu 3anpoce Nognucu.

GSSize="640x480"

Mo3BonAeT 3a4aTb NepPBOHAYa/bHbIM pasmep U306parkeHUsa NOANUCH B MUKCENSX.
3HayeHnem CBOWCTBA ABAseTcA CTpoka popmata « WxH», rae W n H cooTBeTcTBEHHO WMpKHa
N BbiCOTa M306parkeHUs. ECNM yKaszaHHbIN pa3mep He COOTBETCTBYET OrpaHuYeHusm n. 2.5, To
nocne oTobpa*keHUs raBHOrO OKHa MHTepdeica BbIBOANTCA COOTBETCTBYIOLLEE
npeaynpexKaeHve U pasmep OKHa YCTaHaB/IMBAETCA PaBHbIM Pasmepy No YMOAYaHUo (Cm.
MWHMMaNbHOE 3HayeHue B n. 2.5).

Ecnn B cTpoKe MHULMANMU3aLMM YKa3aHbl OAHOBPEMEHHO NYTb K rpaduyeckomy daiiny u
pa3mep M306paxkeHns NOANMCU, TO YKa3aHHbIN pa3mep UrHOPUpYyeTCs.

GSar=2



Mo3BosAeT 3a4aTb COOTHOLLEHME cTopoH (aspect ratio) nsobpaxkeHus nognucu. Mpu
YKa3aHMM JaHHOro napameTtpa pasmep n3obpaykeHua paccunTbiBaeTCA aBTOMATUYECKU UCXOoanA
N3 WNPUHbI U306parkeHna paBHoM No ymonyaHuio 430 nukcenam. 3HayeHMe COOTHOLLEHUS
CTOPOH J0NXKHO NpuHaanexatb gnanasoHy ot 0.75 po 10, B KauecTBe pasaenutens 4pobHoM
YyacTu AONXKHA MCNONb30BaTbCA TOYKA. ECM yKa3saHHOE COOTHOLIEHME CTOPOH HE COOTBETCTBYET
orpaHMYeHMAM, TO Nocae oTobpaXKeHUs rNaBHOro OKHa UHTepdeiica BbIBOAUTCA
COOTBETCTBYIOLWLEE NPeaynpeXAeHMEe U pasMep OKHA YCTaHABAMBAETCA PaBHbIM pasmepy no
YMOYaHUIO.

Mpwn 0A4HOBPEMEHHOM YKa3aHUU B CTPOKE MHMLMANN3ALMMU COOTHOLIEHUA CTOPOH U
pa3mepa OKHa B NMUKCeNnx, COOTHOLEHWE CTOPOH UrHopupyeTtca. Ecam B cTpoke
WMHULMANN3AUMMN YKa3aHbl OAHOBPEMEHHO NyTb K rpaduyeckomy ¢aliny U COOTHOLIEHME CTOPOH
noAnucKn, COOTHOLWEHNE CTOPOH UFHOPUPYETCS.

GSdpi=300

Mo3BonseT 3aaTb paspelleHne n30bpakeHUs NoaNMCKU B ToUKax Ha aoiim (dots per
inch- dpi). 3HayeHue paspeleHna JOMKHO ObITb LEeNbIM NONOKUTENIBHBIM YACIOM He
npesbiwatowmm 9600.

GSformat="png”

Mo3BonAeT yKasaTb GOPMAT COXpaHeHMA n3obpaxkeHna nognucu. B Hactoawee Bpems
noaaepkusaetca 2 popmaTta: “png” un ”jpg”, npuyem GopmaTom no yMOI4aHUIO
cumtaetca JPEG. Ecnm gaHHbIM NapaMeTp He 3aZlaH UM 3a4aH0 HEBEPHOE ero 3HayeHue,
ncnonbsyetca Gopmat No YMOAYAHMIO.

[Ns HAaCTPOMKM pacluMpeHns B NPUKNALHOM Koge HeobXxoaMMOo yKasaTb NapaMeTpbl B
CTPOKe MHUUManu3aumm kpunto — nHtepdenca EOSCrypto.ICrypto.

3.2 AcquireCryptMsgAuthAttributes

®PyHKUMA oTObpakaeT rnaBHOe OKHO NOb30BATENbCKOro MHTepdeiica B pexxume
co3gaHua nognucy (ecnv He BKAKOYEH TUXUIA pexkum). Ecam npu nHMumanmnsaumm 6ubanoTtekm
6b110 YKasaHo cBoicTBO «GSImage», TO MPOBOAMUTCS NOMbITKA 3arpy3KM yKasaHHOro
n3obparkeHnsa B KayecTBe GoOHOBOro. Ecm yKasaHHbI paiin oTCyTCTBYET Ha AUCKE UAN
nospexaeH, dyHkuma sosspawaet FALSE.

Ecan Ha malmHe Nonb30BaTeNA HEe YCTAaHOBAEHbI KOMMOHEHTbI PYKOMMCHOrO BBOAA,
py4yHOEe pMcoBaHMe NOAMUCU HEBO3MOXKHO. B 3TOM perkmme paboTbl nocne otobpaxkeHns
rNMaBHOrO OKHA BbIBOAMTCA COOTBETCTBYHOLLEE NpeaynpexaeHne n 610KNPYIOTCA SNEMEHTbI
ynpasaeHuA Nepom, HO COXPAHAIOTCA BO3MOXHOCTM 3arpy3ku n3obparkeHunsa u3 danna un
n3meHeHuA ugeta GpoHa.

Ecnn BKNOYEH TUXMI PEXUM U MPU STOM B CTPOKE MHULMANN3ALMN YKA3aHO
n3obparkeHne, To OHO A06aBAAETCA B KAYeCTBe NOANMCbIBaeMOro atpmbyTa, ecnu
n3obpaeHne He yKasaHo Bo3Bpawaerca maccus 3 0 aTpmbyTos.

3.3 CheckCryptMsgAttributes
®yHKLMA NpoBepPAET BCE NOANUCU KpUNTOrpadmMyecKkoro coobLLeHMA U CONOANUCU NEPBOTO
YPOBHA Ka*KA0W noanucu.

Mpu obHapyKeHMM HeBePHbIX aTpnbyTOB rpaduyeckon nognucm GyHKUMA BO3BpaLLaeT



FALSE, GetLastError BO3BpaTUT COOTBETCTBYHOLWMI KOZ OLUMOKN.
Mpw oTCcyTCTBMM aTpnbYTOB rpaduUeckon NognmucK Bo BCeX NPOBEPAEMbIX NOAMUCAX U
conognucax GyHKuUMA Bo3spalaeT FALSE, GetLastError Bo3spatut ERROR NO DATA.

3.4 CheckCryptMsgAttrByOID
OnucaHne Bo3BpaLlLaeMbix 3Ha4YeHUM GyHKunKM B popmate BOOL (LastError) :
l) Ecnn napameTp He HalaeH - FALSE (ERROR_NO_DATA)

2) Ecnu ykasaH Henopaepusaembiit OID - FALSE(BHYTPEHHUI Ko,
OWnBKM)

3) Ecnun aTpubyT HaliaeH Ho He aekoaumpyeTcs - FALSE(owmnbka CryptoAPI)

4) Ecnu atpmnbyT HalgeH v BepeH — TRUE (), BO3BpalLaeTca TEKCTOBasA
CTPOKa, coobLLaowan 0 KOPPEKTHOCTH aTPUbYTA.

5) Ecnum aTpubyT HaliaeH Ho HeBepeH (aTpmbyT obHapyKeH, PpackogMpoBaH

HO ero CTPYKTypa HeBepHa v n3obpaxkeHune nospexxaeHo) — TRUE (BHYTPEeHHWI Kog,
OWMBKM), TaK:Ke NPU 3TOM BO3BPALLLAETCA TEKCTOBAA CTPOKaA, coobuiarowas o
HEKOPPEKTHOCTU aTpmnbyTa. JaHHbIi BApPUAHT KpailHe MasloBeEPOATEH, MOCKOAbKY NpH
nopye coobuieHMa NogNMCb OKa3blBaeTCA HEBEPHOM U AaNbHENLLME NPOBEPKU HE
MMeIoT CMbICAa.

Mpu Bo3Bpate FALSE - pYyHKUMA HE BO3BPALLAET TEKCTOBbIX CTPOK.

B 3aBMCMMOCTM OT 3Ha4YeHUs napameTpa dwCallingFunctionId pyHKUMA
BO3BpaLLaeT pas/inyHble 3HaYeHUA napameTpa pResultData:

Ecnm dwCallingFunctionId = mode getsigninfo = 29, T0 B Ka4yecTse
3HayeHUA pesy/bTaTa BO3BpaLLaeTca Teno rpadumyeckoro gpanaa NnoaANMCHU B COOTBETCTBYHOLLLEM
dopmate. B ocTanbHbIx cayyasx Bosspaiwiaetca ctpyktypa Signinfo, nomumo rpaduueckoro
danna copeprkalana AONONAHUTENbHblE MapameTpbl Heobxoaumble A1A ero MpPoBEepKU U
oTobpakeHua. OnucaHme JaHHOM CTPYKTYpbl cm. B Nn. 3.7.

B KauecTBe MMeHM paclIMpPeHNs BO3BPaALLAETCA CTPoKa «Ipaduueckas nognmcoby.

3.5 EnumAttrOIDs

B maHHoOWM Bepcumn 6ubnmoTteka pacwmperHua noaaepxueaet tonbko OID RSA data
"1.2.840.113549.1.7.1".

3.6 ®opmart cnoBapa Extensioninfo

Extensioninfo npepcrasnset coboii cnosapb IDictionary co cnegytowmm Habopom nap Koy -
3HayeHue:

ExtensionName — ums pacwmperuma — «Fpaduyeckan noanucb;

ExtensionOID — OID paclumpeHnmns - «1.2.840.113549.1.7.1»;

ExtensioninterpretedString — cTpoka, cogepkalan TEKCTOBOE ONucaHue pesynbTaTta NPoBEpPKM
— «[paduueckas NOANUCb KOPPEKTHA» B C/ly4ae KOPPEKTHOCTU aTpmbyTa;
ExtensioninterpretedData — aaHHble aTpubyTa — B JaHHOM cy4ae Teno rpadpuyeckoro daina
noAnucy B COOTBETCTBYIOLWEM dpopmaTe (B BUAE CTpoku Base64).

3.7 CrpykTtpypa Signinfo

Ha A3blke nporpammunposaHua C++ cTpyKTypa o6bABAEHA CieayroWwmm o6pasom:
typedef struct GraphSign
{

DWORD dwSize;



DWORD dwFormat;

LONG 1Width;

LONG 1Height;

BYTE bFileBody[1];

} GRAPH SIGN, *PGRAPH SIGN;

OnucaHne napameTpos:

dwS1ize — NoNHbIN pazmep NAMATK BbleNeHHbIM NoA, CTPYKTYPY, BKIOYAA pasmep
danna; dwFormat — mngeHTnduKkatop popmarta

nsobparkeHma, 1Width — wWunprHa M3obpakeHus;

1Height - BbiCcOTa M30b6parkeHuUs;

bFileBody[1l] — yKasaTenb Ha Teno rpadpuyeckoro ¢paiina;

CTpyKTypa 06bABNEHa Takum 0bpa3om, 4Tobbl 3aHMMATb HEMpPEpPbIBHbIA Y4acCTOK
NamaATH, COOTBETCTBEHHO pasmMep MNamATH, BblAENSAEeMbIA NoA CTPYKTYpy, M pasmep
rpadmyeckoro ¢daiina CcBA3aHbl ypPaBHEHUEM FileSize = dwSize -
sizeof (GRAPH SIGN) + sizeof (BYTE).[na ymeHblweHMA pa3mepa CTPYKTYpbI U
KOPPEKTHOTO BbIYUC/IEHNA PAa3MEPOB UCMOb3YETCA FPaHMYHOE BbipaBHMBaHMe no 1 6anTy.



