RAPMA

NHdopmauyma no paboTe ¢
ceptTudmnKkatamm

©3nekTpoHHble OdpucHblie Cnuctemsbl. 2019 .



OrnasneHue

O STITE Y T or o] o] = T L - IR 3
3anyck «KOHCOM ynpaBAeHNA» N OCHACTKN KCEPTUPUKATBIN ..cceirrurreeeeriieeeeiiteeeenireeessreeeessreeesssneeessnnnens 3
BbIrPY3KA CEPTUDUKATOB M3 XPAHMITULL..eeeeeuerreeereereessstreessasseesesssssesssassseeessssssssssssseesssssssessssssseessssseesssssseees 8
YcTaHOBKa cepTUuduKaTa 6e3 NCNOb30BAHUA €TI0 CEKPETHOTO KITHOUA wevvvvrreeeriireeeeirreeessseeeeessneesssssneees 12
YcTaHoBKa cepTudmKaTta cpeacTBamm CUCTEMbBI WINAOWS ......c..vveiiiiiiieeeciiee e e e e e 12
ABTOMATNYECKAA YCTAHOBKA CEPTUDMKATA c.uuvrrrrreeeeeeiiiiiurreeeeeeessiisnrreeeeesssssnssssneeesesessssssssnneesssesssnsssseees 12
YCTaHOBKa CEPTUPUKATOB C MOMOLLbIO KOHCOMM YIIPABIIEHMA .evvereeirieeeeirieeessirieseesreeeesssenessssseesessnnens 14
YCTaHOBKA MHOECTBA CEPTUDUKATOB B XPAHMITULLE...cceeuvreeeeurreeeenureeessareeeessneeeessseeesssssenessssseeesssnees 16
YcTaHOBKa cepTUdUKaTta 419 UCNOJIb30BAHUA CEKPETHOTO KITHOUQ cuuvvveeeeirreereiiireeesiirteeessreeeesssseeessnsneeess 17
OOLLLAA MHOOPMALMEA ceeeevrieeeetireeeetieeeesittteeesateeeeesassseeesssaeesssssseessssssseessssssssssssesssssssssssssssesssssseessssseeees 17
YcTaHOBKa cepTUPUKATOB C 3aKPbITbIM KAHOYOM CTaHAAPTHbIMM cpeacTBamm Windows............ee.....e. 18

BbIrpyska v ycTaHOBKa CepTUPMKATOB C 3aKPbITbIM KIHOYOM C UCMONb30BaHWeEM cpeacTts Kpuntollpo



Obuwaa nHpopmauyms

[na KoppeKTHOM paboTbl € UMPPOBLIMM NOANUCAMM U 3aLIMPPOBAHHBIMU KOHTEHEPaMMN HEOBXOAMMO,
B MepByl0 o4vepenb, MNPaBUAbHO OPraHM3oBaTb PaboTy C NONb30BATENbCKMMU cepTUdUKaTamu,
KOPHEBbIMW CepPTUPMKATAMM YA0CTOBEPAIOLLMX LLEHTPOB U CNUCKAMM OT3bIBA. ITOT LOKYMEHT MOMOXKET B
opraHusaumm pabotbl ¢ cepTudMKaTamm M UX XpaHuauwamm, gna 6onee nogpobHOM MHPopMaLmMn no
paboTe co cnMCKamu OT3blBa CaeAyeT O3HAKOMMUTbCA C AOKymeHTom «MHdopmauma no pabote co
CMMCKaMM OT3bIBaY.

Cuctema KAPMA npepoctaBaseT MO/b30BATENO HECKO/IbKO BapWAHTOB paboTbl, a TakKe Mo3BOANAET
No/sb30BaTbCA PA3NMYHbIMU XpPaHUAUWaMW. B nocnegyowmx pasgenax MOXKHO Y3HaTb, Kak M Kypa
OCYLLECTBNATL YCTAHOBKY CEPTUDMKATOB, YTO MOXKET NOMOYb HE TONIbKO Npu paboTe ¢ cuctemont KAPMA,
HO M C MHOTUMW APYTUMM.

3anyck «KoHconu ynpaBneHmsa» n ocHacTku «CepTUdUKaTbI»

B psge cnyyae, ana ygobcrBa paboTbl Bam moxKeT noTpeboBaTbcA YCTaHOBUTL cepTUdUKaAT He B
XPaHUAMLLA TEKYLLEro Mo/b30BaTeNA, a, HAaNpPUMep, B XPaHWAULLA KOMMbioTepa ANBO B XpaHWAULLA
CUCTEMHOM CNyXbbl, NMBO BbIrPY3UTb CepTUPUKAT U3 XpaHWUIMLWA, Kyda OH 6bin nepBoHaYanbHO
YCTAaHOBNEH, HA KeCTKUN auck. [na storo Bam cnegyeT ncnonb3oBaTb «KoHconb ynpasaeHua». Ons
3anycka «KoHconu ynpasnernma» 8 Windows XP n Windows 2003 HaxkmuTte «[lycKk», 3aTeM «BbINOAHUTLY,
BBEeAUTE «mmc» U Haxkmute «Ok»; Ana Windows Vista, Windows 7 n Windows 2008 gocTaTO4YHO Ha»KaTb
«TycK», BBECTM «mmMC» B CTPOKY MOMCKA U HaxaTb Beoa,.

Mporpammbt (1)

iy mmc.exe

- O3HaKOMUTLCA C APYTMU PESYAETATAMMN

|mmc] X ‘ | 3aseplueHne pabotel | » |

BHMMaHMe! 3anycKk KOHCONM yNpaBAeHMA U YCTaHOBKa cepTUdUKaTa B Nt0bble XPaHUAMULA, OT/IMYHbIE OT
XPaHUAWL, TEKYLLLETO NoJib30BaTeNs, TpebyeT HaMuMA y N0/1b30BaTeNA NPaB ag4MUHUCTPATOPA CUCTEMDI.

Mocne 3anyCKa KOHCO/IM NOABUTCA cnegytouiee OKHO:
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BbibepuTe NyHKT MeHio «Daiin», ganee «o6aBUTb MW YAANAUTb OCHACTKY» WU HAXXMUTE COYeTaHue
Knasuw Ctrl+M. Mocne 3Toro NoABUTCA C/leayloLWEee OKHO, COAEPMKALLEE CMIUCKU OCHACTOK:

[i'*

MoxHo BbIBPATE OCHACTKM ANA 3TOM KOHCOMM U3 A0CTYMHBIX Ha KOMMBIOTEPE OCHACTOK W 33TEM HACTPOMTL WX. [1NA PaCLUMPAEMbIX Il
OCHACTOK MOXHO HacTPouTL Tpebyemoe pacumperme. |

LoCTyNHBIe OCHACTKIA BbiBpaHHbIe OCHACTKIM: “
OaiaEiKE Mocrasumk  * [ Kopetb KoHconm V3MEHMTE PACWMPEHNS. ..
BT vicosotic.. C o |

ﬁSQL Server Config... MicrosoftC... ——————— |
3 AHanus v HacTpo... Microsoft C... . § ‘
‘ BpaHamaysp Wind,., MicrosoftC... ‘ Bsepx [
{&a AncneTuep asTop... MicrosoftC... —
éﬂumum yctpo... MicrosoftC... — Hobasuts > ‘
2| Kondurypauma k...  Microsoft C...
& nokansHsie nonb...  Microsoft C...
-.S MonuTop IP-6e30... MicrosoftC...
33 Ofume nanku Microsoft C...
[Inanka Microsoft C...
ﬂnaHupoazum 3a... (c)Kopropa..,

ocrp i O omopa..

OnucaHue:
Allows you to configure the .NET Framework 2.0

m
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Haliante B NeBOM CMMCKe OCHACTKY noj HasBaHuem «CepTuduKaTbi» U AobaBbTe ee B NPaBblii CMMCOK,
HayKaB KHOMKy «[106aBuUTb»; Npu 3TOM Bbl yBUAUTE CleaytoLee OKHO:
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OcHacrka gucnetyepa cepTudukaTos — &J

31a ocHaCTKa Beeraa Dy asT yNpaBnaTe CepTMDUKETEMIM ANs:

(@) Moeit y4eTHOIM 3amcK NoNb30BaTENS:

() yueTHOI 33NKMcK CryXBb!

() yueTHOI 33MKCK KOMNBIoTEPa

. )

Cpeam NosBMBLUMXCA BapMaHTOB Bblibepute MHTepecytoLwmii Bac U Haxkmute «foToBo». B ciyyae, ecnm Bol
BbibepeTe NyHKT «MOeW y4eTHOW 3annMcKu Nob30BaTeNA», OCHACTKa ByAeT cpasy e gobasneHa B Npasblit

CMUCOK OCHAcTOK. Ecnm ke Bbl BbibepeTe MyHKTbl «YYETHOM 3anmcu CAysKBbl» AN «y4yeTHOW 3anucu
KomnbloTepa», Bbl yBuauTte cneayuiee oKHo:

BoiGop komnbioTEpa — M

BoiBepuTe KoMNbOTER, KOTOPLIM A0MKHE YAPEBNATL 3T OCHACTKAE.

3Ta ocHacTKa BCeraa YNpaBnaeT:

@ noKanbHbIM KOMMBOTEPOM  (TEM. H3 KOTOPOM BbINONHASTCR 313 KOHCOMb f

(") EpyrM KOMMbIoTEPOM: | Das

[} PazspewaeTtcs namerHaTs BoIBPaEHHBIN ANA YNPEBREHWA KOMMBIOTED NPW 3aMYCKE 13
KOMaHAHOM CTPoku. [pUMEHAETCA TONbKO NPy COXPEHEHWM KOHCOMM.

l < Hasan ]Lganee> ] [ Omvena J

)

BbibepuTe noaxodAawmii Bam BapuaHT u Haxmute «[aneex». MNpu 3Tom, B cayyae Bbibopa BapuaHTa

«OPYrMM KOMMNbIOTEPOM» MMA KOMMbIOTEPA MOXHO BBECTU BPYUHYHO, 1MB0 3aMyCTUTb NOUCK C MOMOLLbIO
KHOMKK «0630p». Ha KOMNbloTepe, K XPaHWAMULLAM KOTOPOrO (NMB0 K XpaHWUAULWLAM CUCTEMHON CyK6bI



KoToporo) Bbl cobupaetecb 0bpatntbea, Bam gokeH 6biTb AaH AOCTYN K COOTBETCTBYHOLMM BETKAM
peecTpa.

Ecnv Bbl Ha npeablaywem 3KpaHe BbiGpann BapuaHT «y4eTHOM 3anucu CAYXObl», TO Nocne Haxatus
KHOMKK «[anee» Bbl yBnanute cneayoliee OKHO:

‘OcHacrxa AVICNETHEPS CEPTUDNKATOR ‘;‘ M

BuibepuTe yripaEnAEmMyIo YYETHYIO SanMCh CRYXObl Ha NOKaNEHOM KOMMBIOTEPE .

YuetHan sanuce cnyxBbl:

-
Apple Mobile Device B
AuthenTec Fingerprint Service e
Autodesk Licensing Service

Biometric Authentication Service

BranchCache

Com4QLBEx

DHCP+cnuenT

DNS+«nuenHT

FLEXnet Licensing Service

hpgwmiex

KtmRm ans KoopaHaTopa pacnpeaeneHHsx TPaH3aKLUAA

Microsoft .NET Frameworik NGEN v2.0.50727_X86

Microsoft NET Framework NGEN v4.0.30318 X886 ot
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B flaHHOM OKHe NpeAaCTaB/ieH CMMCOK CUCTEMHBIX CNYXKO, AOCTYNHbIX HA BbIBpaHHOM KOMMNblOTEpE.
BblibepuTe HyKHYI0 Bam CUCTEMHYIO CYKOY M HaxkmuUTe «FOTOBO».

Tenepb B NpaBOM CNMCKe NOABUAACL TO/IbKO YTO HAaCTPOEHHAA OCHACTKa:

[Aoéasuenue v yaaneHue Exuacrcmc - i M
I

MoxHo BbIfpaTL OCHACTKM ANA 3TON KOHCOMM U3 AOCTYMHBIX Ha KOMMBIOTEPE OCHACTOK W 3aTeM HECTPOUTL MX. [lNg paaumMpsiemsIx
OCHACTOK MOXHO HACTPoNTE Tpebyemoe pacwmpeie. i
HocTynHele ocHacTKM: BbifpaHHbIe OCHACTKM: |
OcHacTKa MNocTaBwmK - [ KopeHb Korconm W3MeHMTb pacumpenns. ..
5 “
@ MoHuTop IP-Bes0...  Microsoft C... 5l Ceprudcarsi (noxansHsit o T
33 Ofwwe nanku Microsoft C... =
_INanka Microsoft C...
(YNnarmposuk 3a... (<) Kopropa.., | Beepx |
2 npocroTp cofermiit (<) Kopriopa... =
= X : Brus
_:.{ PenaxTop ofisex... MicrosoftC... | | rror ey
=/ PesyneTupylowa... MicosoftC... |7 ™ —
@ CepTndmraTs! Microsoft C...
@chremnblﬁ MOHM... MicrosoftC...
(., CnyxBbl Microsoft C...
. CnyxBel komnowe... Microsoft C...
2| Cebinka Ha Beb-p... MicrosoftC...
 ynpasneme TPM  MicrosoftC... PN T E
OnucaHue:
OcracTka Tlanka" nossonseT A06aBUTL Nanky B Aepeso. OHa MOXET BbiTb MCNONb30BaHa ANS YNOPAI0HMBEHUA KOHCOMM
OCHaCTKM.

Bbl morkeTe A06aBWUTb OCHACTKy «CepTUMKaTbl» HECKO/bKO pa3 Aaa paboTbl ¢ cepTuduMKaTamu B
XPaHUAWLLLAX, PAcNOIOKEHHbIE B OTJIMYMHOM OT nepBoro mecTe. K npumepy, Bbl MoxkeTe ogHOBpPEMEHHO



6paTb CepTVId)MI-(aTbI N3 XpaHUINLA TEKYLLErNo NONb30BATENA U 3arpyxatb UX B XpaHWanla CUCTEMHOM
CI'Iy)K6bI Ha y4a/leHHOM KOMMblOTEPE.

Mocne Toro, Kak Bbl mob6aBuTe Hy)KHOoe Bam KoAMYecTBO OCHacToK, Hakmute «Ok». KoHconb byaer
noArotosneHa K pabote ¢ XxpaHUAMWammn ceptudmUKaToB, a OCHOBHOE OKHO KOHCO/M byaeT Bbirnaaetb

cneayowmm obpasom:
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b || JoBepeHHbIE KOPHEBBIE
| AosepuTensHsie OTHOLL
| MpoMexyTouHbIe LEHT

> | JosepeHHble uzgatenu
| Ceptudukatsl, K KOTOpE
| CTopoHHWe KopHesble L
| [loBepeHHble nuya

> | Apyrue nonssosatenu
| Homegroup Machine C

| AoBepeHHbie KOpHEBbIE
| JoEepeHHbIe yCTPOIicTE
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BHumaHue! [Ona ynpasieHuWa cepTUPMKATaMM TEKyLLero Mo/b30BaTeNsi MOXHO BOCMO/1b30BaTbCA
HenocpeACcTBEHHbIM 3aMyCKOM COOTBETCTBYIOLLEM OCHAcTKW. [na 3Toro, BMecto «mmc» Habepute B

CTPOKe BbINOJIHEHUA «certmgr.msc». B pesynbTaTte, Bl yBnAUTE cnegytoliee OKHO:
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| [loBEpEHHbIE KOPHEBbIE LIEHTP
| floBepuTentHblE CTHOLLIEHNS E
_| MpomMexyToYHBIE LEHTPLI CEP
| O6vekT nonbsceatens Active [

| [loBepeHHbie usgatenn

| CepTudmnkarsl, K KOTOPbIM HET
| CTOpOHHWE KOpPHEBBIE LEHTPE
| JoeepeHHbie anua

| Apyrue nonssosatenn

| 3anpocel 33980K Ha CepTUGUK
| loBEpEHHbIE KOPHEBLIE CEPTH

Wms noruyeckoro xpaHuanila

| Muyrioe
| [loBepenHbIe KOpHEEbIE LEHTPb) CEpTMdUKALIMK
__| [loBepuTentHbie OTHOLLEHNA B NPEANPUATIK

| MpoMEXyTOYHBIE LEHTPBI CEPTUDUKALIMK
__| OBvexT nonszosatens Active Directory

_| [loBeperHbie nsgatenn

| CepTudukaT, i KOTOPbIM HET A0BEPUS

| CTOpoHHUE KOPHEBBIE LIEHTPBI CEpTUdUKALIUN
| JosepenHbie nnya
" Apyrue nonb3ceatent
__| 3anpockl 33980K Ha cepTUdUKaT

| [loBEpEHHDIE KOpHEBbIE CEPTUdNKATEI CMAPT-KapThl
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B AaHHOM OKHe BO3MOXHbl BCe Te e onepauunmn, 4yto U npu ,CI,OGaBI'IeHMM COOTBeTCTByIOLLI,eﬁ OCHaCTKKn

«CepTnduKaTbl» B «KKOHCONb YyNPaBAeHUAY.




Bbirpy3ska cepTMdmnKaToB U3 XpaHMANULL,

Bbirpy3ka cepTMdMKaTOB Ha AMUCK — OOCTAaTOYHO 4acTO NPOBOAMMAA onepauusa, Lenblo KOTOpol B
60/NbIUMHCTBE C/lyYaeB ABAAETCA NoaydeHue daiina cobcTBeHHoOro ceptudukata AnA AanbHenwein
OTMNpaBKM MoAyYyaTento MOAMMCaHHbIX BaMW NUCEM, WAM OTNpasBaAllWemMy Bam 3awwmndpoBaHHble
coobueHns agpecaty. B atom cnyyae BbirpyXatb ceptuduKatbl Tpebyetca 6e3 aKCnopTa CEKPETHOrO
Kntoya. OgHaKo, B psafe c/yvyaes, BO3HUKAET HEOOXOAMMOCTb MOJy4UTb CePTUPUKAT U ero CEKPEeTHbIN
K/I0Y C YAO0CTOBEPAIOLWEro LeHTpa Ha 04HOM KOMMbIOTEPE, @ UCMO/Ib30BaTb Ha APYrom, Hanpumep npu
LEeHTPa/IM30BaHHOM NOy4eHUM cepTUUKATOB. B TaKOM Cnyyae BCTAeT 3a4ava BbIrpy3kM ceptudumKaTa c
CEKPEeTHbIM KTHO4YOM.

Noruka pabotbl ¢ ceptndmkatammn cuctembl Windows npegnonaraer, no-ymo/sidaHUIO, UCMNOJIb30BaHME
cepTudmMKaTa € 3aKPbITbIM KJHOYOM Ha TOM KOMMbIOTEPE, HA KOTOPOM OH bbl1 nonyyeH. OgHaKo, ecnuv npu
nonyyeHuUn ceptudUKaTa 3aKpbITblA KAOY 3TOro ceptudumkata 6bll MOMEYEH KAK IKCMOPTUPYEMBIN,

CUCTEMA NO3BOJIAET BbIrPy3nUTb CEPTUDMKAT U 3aKPbITbIN KAOY B OAMH aiin ¢ pacumpeHnem «.pfx», u, B
AanbHenwem, yCTaHOBUTb €ro Ha ApYyron KomnbloTep.

BHumaHune! Obpatute BHMMaHWE, YTO HEKOTOpbie KpunTonpoBsaiaepbl, Hanpumep, Kpuntolpo CSP,
6/10KMPYIOT PaboTy C IKCNOPTUPYEMbIMM 3aKPbITbIMM K/TIOYaMMU.

PaccmoTpum onepauumio skcnopTa cepTuduKaTa U COXPaHEHUA ero Ha AUCK Ha NMpUMMepe 3KCnopTa 13
JINYHOTO XpaHuAMwa nonb3oBatens. OTKPONTE KOHCONb ynpasneHus u gobaBbTe B Hee OCHACTKY
«CepTUduUKaTbI» ANA yNpaBAeHUs XPaHUAMLWAMM «MOei yYeTHOM 3anMcK nosb3osaTtena» (noapobHee o
3anycKe KOHCO/M ynpaB/ieHuA B pasgene «3anyck « KoHconm ynpaBaeHua» n ocHacTku «CepTuduKatbl»).
Oanee, oTkpoiiTe noagnanky «CepTuduKaTbl» B Nanke «JIM4Hoex:
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| AosepenHble KOpHEBbIE|

| [loeeputensHebie OTHOLLIE

| MpomexyTouHsble uem’;;

| OBbekT nonbzosarens 2|

_| Aosepentble nzgatenn

| Ceprudmkarsl, k KOTOpE|

| CTOpOHHME KOpHEBLIE L|

_| loBepeHHbie nuya

_| Qpyrue nonbsosatenu

| 3anpockl 333B0K Ha cep)
JloBEpEHHbIE KOPHEBBIE|

< W r ||« 1 »

Xpannnuie /lnunoe cogepxut 2 cepTudUKaTos.

LLlenkHWTe NpaBoW KHOMKOM MbilK Ha cepTUDUKAT, KOTOPbIA XOTUTE IKCNOPTUPOBATL, U B NOABUBLLEMCA
MeH!0 BblbepuTe NYHKT «Bce 3a4a4umn», 3aTeM «IKCnopT»:
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3KCnopTMPOBaTE CEPTMOUKAT
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B noABMBILUEMCA MacTepe HaKMuUTe KHOMKy «[anee», nocne yero Bbl yBUAWUTE CAeAyIOLLYO CTPaHMLY
MacTepa 3Kcnopra:
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CepTuduKaTL! MOryT BbiTh SKCIOPTHMPOBaHS! B Pa3AnyHbIX GopMaTaX.

BoibepuTe dopmaT daitna cepTudmkaTa:

() @aiinbt X, 509 (.CER) B kKoauposke Base-64
() CraHpapT Cryptographic Message Syntax - ceptudukaTsl PKCS #7 (.p7b)

[ I BrnroumnTs Mo BOSMOKHOCTY BCE CEPTHONKATS! B MYTh CEPTUAMKSLIM

| BRMIOYMTE N0 BOZMOXKHOCTH BCE CEPTUOMKATE! BNYTE CEpTHOMKALIN

||
I
®ain obmera niyHol uHdopHaLe - PKCS 12 (PFX) .

| YaanuTb 3aKpETLIN KNIOY NOCNE YCIEWHOrD 3Ka10pTa '

| SrcnopTipoBaTs BCE paCUMPEHHEIE CBOMCTEA

XpaHunuuie cepuanusosanHeix cepTudmkaros ((SST)

MoapobHee o hopuate daitnos cepTudikaTos

| <tiesan |[ gance> | [ omena |

Mpu akcnopTe cepTudMKaTa BO3MOXKEH BbIOOP HECKONbKNX GOPMATOB COXpaHeHUs cepTUdMKaTa.

Mpw Bbibope nyHKTa «Paiinbl X.509 (.CER) B Kognposke DER» cepTudmMKaT byaer coxpaHeH B Hanbonee
npoctom popmate, 6€3 Kakux MH60 KOgMPOBOK, KpoMe cuctemHol. Ntoroebin dain byaet cogepkaTb
TO/IbKO CaM 3KCNOPTUPYEMbI cepTUDUKaT.

Mpu Bbibope nyHkTa «®alinbl X.509 (.CER) B KoaMpoBKe Base-64» 3KCNOPT NPOUCXOAUT aHANOTMYHO
nepBomy C/ay4alo, O4HaAKO cepTUPUKAT AOMNONHUTENBHO KOAMPYETCA B KOAMPOBKY Base-64, 4to moxKeT



obneryntb xpaHeHuMe pgaHHoro dakna cepTuduKata B 6asax AaHHbIX, TaK KaK ceptudukat byaper
3aKOAMPOBAH B TEKCTOBYHO CTPOKY.

MyHKT «CraHgapt Cryptographic Message Syntax — ceptudukatel PKCS #7 (.p7b)» nossonser
3KCMOPTMPOBaTb B 0AUH alin HECKONbKO CEPTUPUKATOB U3 XPaHUANLLA, ANA UX Aa/IbHENLIEro nepeHoca.
TakmMm 06pasom, MOXKHO 06.1er4ymTb NepeHoC 60NbLIOFO KoMYecTsa cepTUUKATOB C O4HOM MALLMHbI HA
Apyryto. Kpome TOro, ecnm B3BeAeHa rasiodka «BKAOUYMTb MO BO3MOXKHOCTM BCE CEPTUPUKATbI B NyTb
ceptudmkaumnmn», cuctema Windows nommmo HenocpeacTBEHHO BblIbpaHHbIX CEPTUDMKATOB COXPAHUT B
daiin BClo AOCTYNHYIO Ha AaHHOM MalUMHE LenoYky cepTUdUKaTOB, OT KOPHEBOTO A0 NO/Ib30BATE/IbCKOTO,
BK/IIOYAA MPOMENKYTOUHbIE, YTO elLe 6onee 06aerymnT McnoNb3oBaHME AAHHbBIX CEPTUPUKATOB Ha MaLUMHE,
KyZia OHM ByayT nepeHeceHbl.

Bbib6op nyHKTa «Paiin obmeHa nyHo nHbopmaumein — PKCS #12 (.PFX)» AoCTyneH ToNbKO B Cay4yae, ecnm
npuv nosyyeHun ceptuduKaTa C yAOCTOBEPSIOLLErO LEHTPa, MB0 MpM YyCTaHOBKE €ro B XpaHWauLLe
3aKPbITbIN KNtOY, CBA3AHHbLIA C cepTUOMKATOM, Obll MOMEYEH KaK 3KCMOPTUpPYeMbli, IMbo BblibpaHO
HECKO/IbKO CepTUPUKATOB.

BHUmaHMe! Ecnn cepTUdUKAT CBA3AH C 3aKPbITbIM KAHOYOM, @ KN4 MOMEYEH KaK 3KCMOPTUPYEMBIM, TO
Npu aKcnopTe cepTudMKaTa BTopan CTpaHMLa byaeT BbIrnaaeTb cneayowmm obpasom:

MacTep 3kcnopTa cepTUhUKaTOB lih_j
y — | e—

. as—

SKCNOPTHPOBIHWE 3aKPLITOTO KU
MOoKHO 3KCNOPTUPOBaTL SBKDblTbIl‘;l KoY BMECTE C cep‘rndmxaron.

3EKPLITLIE KIKYM 38IWMILEHD! Napone, YTobbl SKCNopTUPOBaTE 3aKPbIThild KoY
BMECTE C cepTHDMKETOM, HYKHO BYAET yKasaTe naposnb.

SKCMOPTUPOBAETL 3aKPLITHIN KMOY BMECTE C cepTUBMKETOM?

") [la, 3KCNOpTMPOBaTL 3aKPLITHIN KoY

@) HeT, He 3KCNOpPTHMPOBATE 3aKPBITHIN KMoW:

MoapobHee 06 3KCNODTE 3EKDEITHIX KMOYEN

[ < Hasaa ” Hanee > ] [ OTMeHa \

L\

[na Toro, uTo6bl Ha cnepyloLLelt CTpaHuLe CTan focTyneH NyHKT «Painn obmeHa nnyHon nHbopmaumein —
PKCS #12 (.PFX)», Ha AaHHOI cTpaHMLUe HeobxoaMmo Bbi6paTb NYHKT «[la, 3KCMOPTUPOBaTb 3aKPbITbIN
KAtou». B MpoTMBHOM cilyyae, NyHKT ByAeT HeAOCTyNeH, a CTpaHULa mactepa byaeT BbirnageTb TaK e,
KaK bbl OHa Bbirnsaena gns ceptudukata 6e3 npuBs3aHHOTO CEKPETHOTO K/tova.

B faHHOM cnyyae UToroBbin dana, NOMMMO CaMoro cepTuduKaTta, byaeT cogeprkaTbh TaKKe U 3aKPbITbIN
K/1t0Y, CBA3AHHDBIN C HUM, U J@HHbIV KOHTEHEP MOKET ObITb MCNONb30BaH A5 NepeHoca cepTudmKaTta Ha
KOMMbIOTEP, HA KOTOPOM MIAHMPYETCA ero MUCMNo/b30BaHMe ANS onepauuii NoaAnucaHus, WndpoBaHus



nnn pacwndposbiBaHua. Ecnm B3BedeHa ranouvka «YAanuTb 3aKpbITbid KAOY MOCAE YCMEeWwHoro
3KCMopTa», TO NOC/e 3KCNOPTa 3aKPbITbIN KAKOY Ha aHHOM KoMnbloTepe byaeT yaaneH, U UCnoib3oBaHue
cepTMduKaTa gna noAnucaHun, WudpoBaHUA WAM paclMPPOBbIBAHMA Ha AAHHOW MalLUMHE CTaHeT
HEBO3MOXHbIM. [a/104Ka «IKCNOPTUPOBATL BCE PACLUIMPEHHbIE CBOMCTBA» NpeaocTaBaseT BO3MOMKHOCTb
BblOpaTb, 3IKCNOPTUPOBATL /N CepPTUPUMKAT CO BCEMM €ro pacliMpeHusamu, nmbo 6e3 Hux. [aHHan
HacTpolKa npegHasHayeHa [ANA ONbITHbIX MO/Ab30BaTeNeil, He pPeKOMEeHAYeTCa W3MeHATb ee
CaMOCTOATENIbHO.

MyHKT «XpaHuauwe cepuannsoBaHHbIX cepTuoukatoB (.SST)» pocTyneH To/AbKO npu  Bbibope
O[HOBPEMEHHO HECKOJ/IbKMX CepTUPUKATOB A5 3KcnopTa. B gaHHOM ciydae dopmupyeTca BpemeHHoe
XpaHuAue cepTMPMKaToB, B KOTOPOM OHWU NPeACTaBNEHbl B CEPMANIM30BaHHOM BMAE, YTO MOXKET 6bITb
yA06HO AN paboTbl C ZaHHbIMKU CePTUDMKATAMU U3 PA3/IUYHBIX NPUNONKEHWUN.

Bbibepute HeobxoAumbIM MYHKT MeH0 U Haxmute «[anee». B cnyyae, ecnm Bbl aKcnoptupyete
CePTUPUMKAT C 3aKPbITbIM K/IOYOM, Bbl yBMauTEe credylowylo CcTpaHuuy macTepa (ecan Bbl He
3KCMOPTUPYETE 3aKPbITbIN KAOUY BMecTe ¢ cepTUudPUKaTOM, AaHHas cTpaHuua byaeTt nponyuleHa):

MacTep 3KcnopTa cepTUdhUKaTOB &J
. | e—

MNapone
[Ans obecneyeHins Be30NaCHOCTH CEAYET 3aWMTHTL 38KPbITEIM KKOY Naponen.

BeeauTe Naponb U NOATESPKAEHUE,

Naponb:

BeeauTe noaTeepxaeHue napons (ob6a3aTensHo):

l < Hasaa Qanee > [ OTmMeHa

A

Ecnv naponb Ha AaHHOM CTPaHWLE He BBeAEH, MacTep He NO3BO/IAET NPOAO/IKUTL BbIMOJHEHUE.
BBeauTe Naponb 1 HaXXMUTE KHONKY «[anee».



' MacTep 3KCcnopTa CepTUdUKATOE = li_hj
J e | —

e | —
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Wima 3kcnoprupyemoro gaina
VKaKMTE MMA 3KCNopTUpyenoro baina

Vma daitna:
| 0b3zop... ]

< Haszaa | Banee > OTMeHa

Ha gaHHOM cTpaHuue HaxmuTe KHOMKy «0630p» U Bbibepute mecto n uma daina, B KOTOpbI creayert
COXPaHMTb 3KCNopTUpyemble cepTUdUKaTbl, U HaxmuTe «[anee». Bbl yBUAUTE CTPaHULYY C OTYETOM O

nposeaeHHOM onepaumm akcnopTta. Haxmute «FoToBOY». Bbl yBUANTE cOObLEHME 06 YCNELWHOM 3KcnopTe
cepTUPMKaTOB:

r N
Macrep 3kcnopTa cepruduka.., @

3KCMOPT YCNELUHO BbINCAHEH,

.

YcTaHOBKa CepTM(I)MKaTa 6e3 ncnonb3oBaHMA ero CEKPETHOTro K/ko4a

YcTaHOBKa cepTudMKaTta cpeactsamm cuctembl Windows

ABTOMaTMYeCKan YCTaHOBKA cepTUdUKaTa

Mogo6HbIM 06pa3oM ycTaHaBAMBATL CEPTUPUKATBI MOMKET NOTPebOBATLCS A1 MPOBEPKU MONYYEHHOW
Bamu umdposoit noanucu. Jas ycTaHOBKM cepTUPMKATa B IMYHOE XPAHWIMLLE MOb30BaTeNN ABAXKAbI
WwenkHuTe no danny ceptudmkaTta. Bol yngute cneayrowmin CUCTEMHbIN ANanor:
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| Ofume | Cocras | NyTe ceprudmiaym |

L= g Ceepenun o ceprudukare

37oT ceprudmKaT npeAHazHaAYAETCA Ona:

* MoaTBEPKAGET, YTO NPOrpamMMHoe obecneyeHne nony4eHo
0T KOHKPETHOro M3aaTena

* 3aWMWEET NporpaMMHoe obecneyeHne 0T U3MeHEHUS nocne
ero nybmKawm

* BCe NOAMTUKM BblaaqM

Komy smian: TecToBbii cepTudMKaT

Kem Boigan: TecTosb CepTHOMKET

Deicrenrenes ¢ 31, 12, 2009 no 31, 12, 2015

JARBNEANE NOCTABMKS

Ha)KMuTe KHOMKY «YCTaHOBUTL CepTUdUKAT» U B NMOABUBLIEMCA OKHEe HaxkmuTe «[lanee». Bbl nonasere Ha
BTOPYIO CTPAHULLY MacTepa YCTaHOBKM CepTUOUKATOB:

- — — -
Macrep vMnopTa cepTudukaTos . - .ﬂ
Xp e ceprud

XpaHunuLLa cepTUPUKATOB - 3TO CUCTEMHBIE 0BnacTi, B KOTOpbIX
XPaHATCA CepTUOUKETEI,

Bbibop xpaHunua moxeT BbiTe npousseneH Windows asToMaTUHECKN, UNK XKE
MOXKHO YKa3aTb pasMelleHne cepTudnKaTa BpyHHYIOo.

ITHRMEATOE )

MoapobHee 0 XDaHMNMILaX CEpTUDMKETOS

i [ <Haszaa JL fanee > ] [ OTMeHa

[na ycTaHOBKM NO/b30BaTe/IbCKOrO cepTUdMKaTa B IMYHOE XPaHUAULLE MONb30BaTeNA He U3MeHsNTe
BbI6pPaHHbIA NYHKT «ABTOMaTUMYECKM Bbi6GpaTb XPaHWUAMULLA Ha OCHOBE TMNa cepTUdUKaTa» U HamuTe
KHOMKY «[anee» W, Ha cneayolei CTpaHULe, KHOMKY «[oToBo». B caydyae ycrnewHoW ycTaHOBKM Bbl
yBUAWTE Ceaytollee cooblueHme:



r b
Macrep vmMnopra cepTuduKaTos @

(0] MMnopT ycneLHo BbINOAHEH,

-

YCTaHOBNEHHbIN cepTUPMKAT MOABUTCA B CNUCKE CepTUPMKATOB XpaHWAMLWA, B KOTOpoe OH 6bin
yCTaHOB/IeH. A NpocmoTpa CepTUPMKATOB, HAXOAAWMXCA B XPaHWIMLLAX cledyeT BOCMO/b30BaThCA
«KoHconbio ynpasBaeHua» n ocHacTkon «CeptnduKkatbi».

YcTaHOBKa cepTUdMKATOB C MOMOLLLbIO KOHCOM YNpPaBneHus

BbibepuTe Hy:KHOe Bam xpaHunuLle B fepeBe XpaHWuL, B ocHacTke «Ceptudukatel». B cnyyae, ecnm B
BbIBPAHHOM XPaHWAMLLE YKe NPUCYTCTBYIOT Kakne-nmbo o0b6beKThl, Bbl yBUANUTE B OKHE «TuUN 06beKTa»
nanku c COOTBETCTBYIOWMMM HA3BAHUAMM:

-
EKOHCOIIbl*[KOPeHb xoncon\Ceptud (no i xomnstoTep)\lp YTOHHBIE LEHTPB! cepTvdMKaLm] Sl . Lﬁ:’l—@‘g
?ﬁ Qaiin  [Jeiictene  Bug WsBpanHoe Oxxo Cnpaska - & %]
. N blez|H

_| Kopens konconn Tun obwekTa Dencrena
4 :ﬂll Ceprudukatel (nokanbHbIi

2 1 _| Cnucok oTzb183 cepTuduKaTos MpOMEXYTOUHBIE LEHTPEI C.., &
_. Jln4yHoe

| Ceptudmkatst

| JlosepetiHbie KopHEBBIE HAononHutensHble gedic... b

_| AosepuTentHbie oTHOLL
| MpomexyTouble LeHTy
| AosepenrHble usgatenn
| CepTudmkartsl, kK KOTOpE
| CropoHHWe KopHeEBble L
~| JloeepeHHble nuua

_| Apyrue nons3cearenu
| Homegroup Machine C
_| AosepenHble KOpHEBbIE
| /loBepeHHble yCTpoiicTE

< | n | »

Xpannnuile MNMpomexyTouHbIE LUEHTPI CEPTUGMKILMN COAEPKIUT 3 CEpTUUKATOE.

A

[na pobaBneHmsa cepTMOUKATOB B XpaHUAULLE HEOBXOAMMO OTKPbITb Noananky «CepTuduKatbi».

Ecnun cepTuduKaThl B XpaHWUAULLE OTCYTCTBYIOT, Bbl yBUAMTE HagNUCh «HET 31eMeHTOB A1 OTObparkeHus
B 3TOM BuAe». B Takom cnydae, Bbl moxkeT g06aBnaTb cepTudMKaThl B XpaHUAMLLE 6e3 OTKPbITUA NanKu.
Manka 6yaert co3gaHa aBTOMaTUYECKM.

Ona pobaBneHusa cepTUdMKaTa B XPaHWAULLE HAXKMUTE MpPaBoOl KHOMKOM B cpegHEeM Moje OKHa U
BbiGepuTe B NOABMUBLUEMCA MEHIO NYHKT «Bce 3agaum», NognyHKT « AMnopT...»:
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B nossuBlWEMCA OKHe Haxkmute «[anee», Bblbepute daikin cepTuduKata, KoTopbid Bbl xoTute
MMNOPTUPOBATb M BHOBb HaxkmuTe «Janeex:

YKakuTe MMIopTMpYeMsit haitn.

Ving daitna:
D:\l.cer 0b30p...

3amevaHue: cneayiowme GopMaThl halnos MoryT conepxaTs Honee oaHoro
cepTudMKaTa B 0AHOM daitne:

Dain obmeHa nnuroit nHdopMalel - PKCS #12 (.PFX,.P12)
CrataapT Cryptographic Message Syntax - ceptudmkatel PKCS %7 (.p7b)
XpaHunuLLe cepruanusoBaHHbIX cepTiudmkaTos (.SST)

MoapobHee o hopuate daitnos cepTudiKkaTos




R — - K
Macrep vmnopra cepTudukaTos lﬂ_hj
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Xpanwnwuie cepTudukaros

XpaHunuiua CEpTUDMKATOB - 3TO CUCTEMHbBIE OGHBCI'M, B KOTOPbIX
XpaHATCH CEDTMd:MKaTbI.

Bibop XpaHunuwa MoxeT BuiTb npousseneH Windows aBTOMETUHECKM, MNK XKE
MOMHO YKa3aTb pasMeileHne cepTUdUKaTa Bpy|HYIo.

() ABTOMaTH4ECKM BLIBPaTh XPaHUMLLE Ha OCHOBE TMNa cepTUdUKaTa

@ TloMecTUTb BCE CepTMAMKATEI B CNEAVIOWEE XPaHMLLE:

XpaHunuwe cepTudmKkaTos:

NyHoe Qbzop...

MoapobHee 0 xpaHUIMULax cepTUdUKaTos

[ < Hasaa ” Qanee > | [ OTMeHa ]

A

He n3meHsalTe Bbl6paHHbIA MYHKT Ha [AaHHOM CTpaHMLE HACTPOEK, €CAN He XOTWUTe AeNCTBUTE/IbHO
N3MEHMUTb XpPaHWIMLLE, B KOTOpoe Bbl XxoTUTe 3arpysuTb cepTudmKaT. Haxmute KHONKy «[anee», u, Ha
cnenyoLLent CTpaHNLLEe, HaXXMMTE KHOMNKY «IoToBo». Bbl yBnanTe coobuieHne 06 yCrnewHom 3aBepLieHmm
onepayuu:

-
MacTep »MnopTa cepTduKaTos @

I]O] MiMnopT yCneLuHo BbiNOAHEH.

B cnucke cepTndurKatos Bbl yBuanTte nob6aBAeHHbIN TONbKO YTO cepTUdUKaT.

Momumo mMmnopTa cepTUdUKaToB, Bbl MOXKeTe nepeHoCUTb M KOMMpPOoBaTb CepTUOUMKATbl U3 OOHOrO
XpaHUAMLWA B APYroe TaK e, KaK 3TO npoucxoauT ¢ dainamu B NPOBOAHMKE, a TaKKe yaanatb
cepTuduKaTol.

YCTaHOBKA MHOKeCTBa CEPTUPUKATOB B XPaHUAULLE

OcHacTtka Windows He no3BonseT 3arpysuTb Cpasy MHOMECTBO CepTMPUKATOB (MHOMKeCTBO ¢alinos
cepTnduKaTos) B xpaHunuule. Mostomy, ecnn y Bac BO3HMKNA Takas HEOBXOAMMOCTb, BOCMONb3YUTECH
YyTUAUTON «YTUAUTA MMNOPTa cepTUPUKATOB», KOTOPYD MOXHO BecnnatHo ckadaTb ¢ caita 30C
http://www.eos.ru.

Ecnn e Bam Heobxo4MMOo nepeHecTn ¢ OAHOro KOMMbloTepa Ha APYro HECKONbKO cepTUdUKATOB U3
XPaHUANLLA B XpPaHUAULLE, SKCNOPTUPYMNTe X B dopmaTe PKCS #7 (.p7b), KOTOpbIii NO3BONSET COXPaHATbL
HECKO/IbKO CEPTUOUKATOB U3 XpaHUAULLA B 0AMH daiin.



YcTaHOBKa cemebMKaTa AN1A UCNoZ1b30BaHUA CEKPETHOTO K/1ko4a

Ob6uwana nHpopmauyma

CeKpeTHbI/ KAoY, CBA3AHHbLIM C cepTUdMKATOM NOHaZobuTca Bam Ana OCyLWecTB/EeHWs onepauuii
nognucaHus, wnudposaHua 1 pacwmndposbiBaHMA. Mpu npocmoTpe cepTudMKaTa, 419 KOTOPOro NpuBA3aH
CEKPETHbIA K04, MOMKHO YBMAETb 3HAYOK KAo4a M Hagnucb «EcCTb 3aKpbITbI KA gna 3Toro
cepTudUKaTa», a B oCHacTKe «CepTUdUKaTbI» U3MEHAETCA 3HAUYOK Ha 3HAYOK C KHOYOM:

A2 ‘r’ — —
L'Cepmcbuxa‘r_ - .

Ofuwe | Cocras I MyTe cepTidmkaLym |

L= g Ceepenun o cepriudukare

3707 ceprudMKaT NpeaHasHaYaeTca Ana:

* MoATBEPXKAAET, YTO NporpaMMHoe obecneyeHne nonyYeHo
OT KOHKPETHOr0 U3aaTens

* 3aWMWEET NporpamMMHoe obecneyeHue 0T U3MEHEHUS nocne
ero nybmKawm

* BCe MonuTUKM Bblaayum

Komy Bmijan: TecTosbi cepTUdMKAET
Kem soigan: TecTosbM CepTHOUKAET

AOeiictentenen ¢ 31, 12, 2009 no 31. 12, 2015
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¥ ECTb 33KpbIThIM KNKOY ANs 3TOr0 CEDTM¢MKBTB.

;1: RENEHNE NOCTABWMKS

MoapobHee o cepTudmkaTax
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Xpannnuie /lnuroe coaepxut 2 cepTudrKaTos.

MpyM nonydyeHun cepTuPMKaTa Ha yOOCTOBEPAIOWEM LEHTPE, 3aKpbiTbld  KAOY  co3gaercs
HenocpeACcTBEHHO HAa KOMMbIOTEPE, C KOTOPOTO OTMNPABASETCA 3aNPOC Ha YAOCTOBEPSAIOLWMNIA LEHTP. Taknum
06pasom, NoslyyYeHHble C yA0CTOBEPSAIOLLErO LEHTPA CepTUPUKATBI YIKe NMPUBSA3aHbI K 3aKPbITbIM K/toYaM.



OfHaKo, AOCTAaTOYHO YacTO MOMKET NoTpeboBaTbCA NepeHOC CepTUPUKATOB C OAHOTO KOMMbOTEPA HA
Apyron.B aaHHOM AOKyMeHTe Bbl cMOXKeTe O3HAaKOMMUTBbCA C BbIFPy3KOM W 3arpyskon cepTudmMKaTta ¢
CO3/aHMEM CBA3U C CEKPETHbIM KAOYOM CTaHAApPTHbIMKM cnocobamm (cpeactea cuctembl Windows), a
TaK¥Xe C WCMOo/Ib30BaHMEM OCHACTKM KpunTtonposangepa Kpuntolpo CSP. Ana paboTbl ¢ gpyrvmu
KpunTonposanaepamm cienyetr 03HaKOMUTBLCA C UX MO1b30BATE/IbCKOM AOKYMEHTALMEN.

BHMMaHMe! BHUMaTeNIbHO 03HAKOMbTECH C JaHHbIM PA34e/10M, TaK KaK 06bIYHOrO 3KCNopTa cepTUdUKaTa
M YCTAaHOBKM €ro Ha APYryld MAalWWHy HeAOCTAaTOYHO AAA AajbHenwelr paboTbl € HUM, T.e. MOMbITKA
onepaumin nognucaHus, WKUPpPoBaHUA U pacliMdpPOoBbIBaHMA C MOMOLLbIO TaKUX cepTUuduKaTos byaet
nNpUBOAUTL K OLINOKe.

YCcTaHOBKA CepTVId)VIKaTOB C 3aKpPbITbIM KZTIOYOM CTaHAAPTHbIMU CpeaCcTBaMu Windows
[ns Hayana ycTaHOBKM cepTUdMKaTa Ha KOMMNbIOTEP ABaXKAbl LWENKHUTE Mo danny «.pfx» neBoi KHoNKown
Mblwn. oAaBUTCA OKHO MacTepa mmnopta ceptuduKaTa. Ha nepBol CTpaHMuUe MacTepa HaxKmuTe
«anee».

r Yy
Macrep umnopTa cepTudukaTos lﬂhj

Wimnoprupyemuin dain
YKakuTe MMnopTUpYeMbid hain.

Vma daitna:
D nf 0630p...

3amevanue: cneayiowme dopMaTel hainos MoryT conepxaTs Honee oaxoro
cepTudmKaTa B oaHoM daitne:

daitn obmeHa nyroit nHdopMawei - PKCS #12 ((PFX,.P12)
CrataapT Cryptographic Message Syntax - ceptudmkatel PKCS %7 (.p7b)

XpaHunuLe cepuanusosaHHbix cepTudukatos ((SST)

MoapobHee o dhopMaTe daitnos cepTudukaTos

< Ha3aa |L Hanee > ] l OTMeHa \

A

Ha gaHHOWM cTpaHuue macTepa npeaocTaBaseTcAd BO3MOMKHOCTb BblbpaTb ¢ain cepTudmkaTa. Tak Kak
macTep 6bia1 3anyuweH HenocpeacTBeHHO U3 daiina cepTudUKaTa U 3aKpbITOro Katua, uma danna yxe
nponucaHo. OgHaKo, Bbl MoKeTe 3anycTMTb MacTep MMMNOPTa U3 OCHACTKM «CepTudUMKaTbI», U, B TaKOM
cnydyae, byaet HeobxoAMMO yKasaTb NyTb K paliny ceptudmKaTa C 3aKPbITbIM KAHOYOM.

BbibepuTe 1 nposepbTe UMA daitna u HaskmuTe «aneer. Bbl yBUAMTE CNeyIOLLYIO CTPAHULLY:



.
MacTep »mnopTa cepTdUKaTos &J

MNapons

Ans obecneyeria besonacHocTu 3aKPbITHIN KO 33UUALLEH N2pONeM.

BeeauTe Naponb ANS 38KPLITOro KNKYa.

MNaponb:

[7] BratoumTs youneHHyo 3amUTY 3aKpBITOro Ktoya. B 3ToM ciyyae npu KaxaoM
WCNONb30BaHWW MPUNOKEHWNEN 3aKPLITOr0 Kya ByaeT BelaaBaTbes 3anpoc. "

[T NMomeTuTs 3TOT KAKOY KaK SKCNOPTUPYEMBIN, YTO NO3BONKMT COXPaHATD
BPXUBHYIO KOMUIO KMKOYa W MEPEMEILATD ero.

[7] BxntowTe BCe pacumpeHHble cBoiCTBa.

MoapobHee 0 33WKUTE 3aKDEITEIX KNroYei

< Hasaa “ Hanee > ] [ OTmMeHa \

Ecnv npu aKkcnopTe cepTMoMKaTa C 3aKPbITbIM KAHOYOM Ha MOJYYEHHbIW KOHTElMHep 6bla yCTaHOBAEH
napo/b, TO 418 MMMNOPTA HEOHXOAMMO BBECTU AaHHbIN Naposib. ECM }Ke Naposib yCTaHOB/EH He 6biA, 3TO
noJie Hy>KHO OCTaBWUTb NYCTbIM.

BHumaHue! CTapaiTech Bcerga npu akcnopte cepTudmrKaTa ¢ 3aKPbITbIM KNHOYOM YCTaHaBANBATb NaposIM
Ha MOJIyYeHHbI KOHTelHep. EcAM 3TOT KOHTeliHep MO KaKMM-IMBo MpuYMHam Monager B PyKM
3/10YMbILUNEHHUKA, OH MOAYYUT BO3MOMKHOCTb HecnpensaTCTBEHHO NO/b30BaTbCA BalLUM CEPTUDUKATOM.

Mpwn ycTaHOBKe rasioukmn « BKAOUYUTb YCUAEHHYIO 3aLUTY 3aKPbITOro KatoYa. B aTom caydae npu Kaxkaom
MCNONb30BaHUN NMPUNOHKEHUNEM 3aKPbITOrO K/KO4Ya 6y,EI,ET BblAaBaTbCA 3anpoc cuctema nonpocut Bac
BBECTH OTp,eanblﬁ Napo/ab HA UCNO/Ib30BaHMeE 3aKPbITOro KAto4va. He 3HaA aToro naponad, nognucaTb YTo-
nmbo Balen NOAMUCbI0 HEBO3MOXHO. YCTaHOBKA I,CJ,Z-]HHOI\/'I ralo4Kn BO3MOXKHa, eCain nNpu nonyyvyeHumn
cemechKaTa Ha y40CToBEPAOWEM LEHTPE 6blna BKOYEHa YCUNEHHaA 3allnTa BaKprTOVI YacCTu K/1Ho4a.

Mpu ycTaHOBKe ranoykuM ««lMOMeTUTb STOT KJOY KaK 3KCMOPTUPYEMbIW, YTO MO3BOJUT COXPaHATb
apXMBHYIO KOMUIO K/OYa M NepemellaTb ero» noABAAeTCA BO3MOXHOCTb 9KCNOPTUMPOBaTb CepTUPUKAT C
3aKPbITON YaCTbiO KNKOYA M3 XpaHWAWLLA cepTUPMKATOB. ITO MOXKeT noTpeboBaTtbea B cyyae, ecim Bobl
nAaHupyeTe AanbHenLwnii NepeHoc cepTUdMKaTa C CEKPETHBIM KIIOHYOM Ha APYroit KOMNbioTep, OAHAKO
Mo KaKMM-1b0 NpUYMHaAM He MOKeTe /1A 3TOTO BOCMO/1b30BATLCA Y¥KE CYLLECTBYIOLWMM KOHTEHepOM
«.pfx».

Fanoyka «BKAWOUMTL BCe paclUMpeHHble CBOWCTBa» NPeAoCTaBAAET BO3MOXHOCTb Bbl6paTh,
yCTaHaBAMBaATb AN cepTUdMKAT CO BCeMM ero paclumpeHuamn, nmbo 6e3 Hux. [laHHas HacTpoliKa
npegHasHayeHa A5 OMbITHLIX NOJ/Ib30BaTENEN, HE PEKOMEHAYETC U3MEHATb €8 CAMOCTOATE/IbHO.

Mocne Bbibopa HacTpoeKk MmNopTa cepTUdMKaTta, Haxkmute «[anee». Bbl yBMAMTE cTpaHuUy Bbibopa
XpaHUAMLWA cepTUPUKATOB, B KOTOPOE CAeayeT YCTaHOBUTbL AaHHbIN cepTudumKar.



== Y
Macrep »mnopTa cepTdUKaToB l Li_hj

Xpanwnwuie ceprudukaros

XpaHunuiua CEpTUDMKATOB - 3TO CUCTEMHbBIE oSnach, B KOTOPbIX
XpaHATCH CEDTMd:MKaTb!.

Bibop XpaHunuwa MoxeT BuiTb npousseneH Windows aBTOMETUHECKM, MNK XKE
MOMHO YKa3aTb pasMeileHne cepTUdUKaTa Bpy|HYIo.

©) ABTOMaTHHECKM BEIBPATH XPEHWIMLLE Ha OCHOBE TWNa CEpTUdMKATa:

(7)) MNoMecTuTb BCe cepTUdMKaTL! B CNEAYIOWEE XpaHuanLLe

MoapobHee 0 xpaHUIMULax cepTUdUKaTos

l < Hasaa ll Oanee > J l OTMeHa ]

BbibepuTe XpaHUIULWLE UM HAXKMWUTE KHOMKY «[lanee» W, Ha cieaylollein CTpaHWLE macTepa, KHOMKY
«loToBOY. Bbl yBMAUTE coobLleHMe 06 yCnelwHon ycTaHoBKe cepTudmKara:

r |
MacTtep vMnopra cepTuduKaTos lﬁ

|j0] MiMnopT yCcneLwHo BbINOIHEH.

BHMMmaHKWe! B KoHTelHepe c pacwmpeHnm «.pfx» nomumo camoro cepTuduKaTa MOMKET HAXxoamuTbCA
KOpHEBOW cepTUMKAT yA0CTOBEPAIOWErO LEHTPA, BblAABLUEr0 COOTBETCTBYHOLWMI MNOb30BATEIbCKUIA
cepTudmkat. Mpu yCTaHOBKE MNO/Mb30BATENbCKOTO CepTUdMKATa M3 AaHHOIMO KOHTeliHepa, byaer
npousBeseHa MOMbITKAa aBTOMATMYECKOM YCTaHOBKWM KOPHEBOro cepTudukaTta, M OyayT NOKasaHbl
COOTBETCTBYIOLWME NpeaynpexaeHusa. Onsa 6onee noapobHoi MHPOpMaLMM NO YCTAHOBKE KOPHEBOTO
cepTUPMKATa, a TaKKe NpesynpexRaeHnaM, BO3HUKAIOWMM B NMPOLLECCE YCTAaHOBKM, 06paTUTECH K NYHKTY
«YCTaHOBKa KOPHEBbIX CEpPTUDMKATOBY.

Bbirpy3ka n ycTaHOBKa cepTUPUKATOB C 3aKPbITbIM KAKOYOM C MCNONb30BAHMEM CPEACTB
Kpuntollpo CSP
B AaHHOM BapuaHTE HE HaKN1a4blBae€TCA HUKAKUNX orpaqueHMﬁ Ha Npouecc BbIrpy3Kku CepTMd)I/IKaTa, TakK

Kak Kpuntollpo CSP He noaaep:kvMBaeT paboTy C 3KCNOPTUPYEMbIMM KalO4aMu W paboTaeT no
cobCcTBEHHOM cxeme.



Bbirpysute ceptudukat B dpain, Bbibpas B npouecce onuuto «HeT, He 3KCNOPTUPOBATb 3aKPbLITbIN KAHOUY.
B cnyyae, ecnm 3aKpbITblid KAOY NpU NoayvYeHUU cepTudukaTa 6bl1 NOMEYEeH KaK 3KCMOPTUPYEMBIN, U
6yneT BblbpaH NyHKT «[la, 3KCNOPTUPOBaTb 3aKPbITbIN KAOY», STOT NapameTp byaeT NPOUrHOPMPOBAH.
MonyyeHHbIN daiin nepeHecUTe Ha TOT KOMMbIOTEP, HAa KOTOPOM MAAHUPYETCA UCMONb30BaHME AAHHOMO
cepTMOMKATA C 3aKPbITbIM KAKOYOM. BCTaBbTe HOCUTENb 3aKPbLITOTO KAKOYA B 3TOT e KOMMbloTep U
oTKpoTe «laHenb ynpasaeHus». HanguTte Tam 3Ha4voK «Kpuntolpo CSP» 1 ABaxAabl WENKHUTE No HeMY
NeBOl KHOMKOM MblILN:

B Mauenn ynpasneHua

®ain [paska Bua Wsbpanmoe Cepsuc Cnpaska

Qo @+ (| Prowe e |-

i Agpec: G Maxens ynpasneHms

»

M. Taoue
a Windows CardSpace

AsTomaTnyeckoe obHoBneHue
AQMUHACTDMDOBAHNE
Bparamaysp Windows
371131'3 1 8pemMs
€, 3y n ayanoycrpoiicTsa
& irposeie yCTpoiicTsa
=5 KnasnaTypa
(& Kpurafipo CSP |
i MacTep BecnposoaHoit ceTi
) Mews
_“JHasHaveHHsIe 330aH1A

R Windows Update
(_)) CnpasKka U NoALEDXKS

=5 Ta¥BDE Administrator Mnoura
. & (5]
&/ Makenb ynpasnexns A 8 ClearType Tuning ;:DWTEW H K
eus
[ Nepexniouerite k suay no I3 CsoiicTsa nanki
S ICEORoN & Ceressie nonxmoueHa
Wcucrena

'S, Craneps! it kameps!
6 CriewsansHoie BO3MIKHOCTI
LTenerpon 1 Moaem

¥YnpasneHue Secret Net &
L) YcTarosKa 11 yaanesue nporpant
¥ Ycranoska ofopyacsaHin
@ vcrpoiicrsa Bluetooth
83 vueTHbie 3amion nomb3osaTENel
g UenTp obecneverms GesonacHocT
[3 WpndTo!
} SKpaH
Q 3nexTponuTaxne
Q A36IK 1 PErMOHANEHIIE CTEHAADTE

i, Marens 33034 1 Merio "Tyex”

Mocne Toro, Kak 3anycTmuTca ocHacTka KpunTtollpo, oTKpoliTe B NOABMBLUEMCA OKHE BKNAAKY «CepBuUCY:

CBMCTB& Kpuntollpo CSP n

| Domonwitensto | Asroputmer | Besonaciocts | Winlogon |
| Ofume | Ofopyaocsarie ] Cepsuc

KOHTEMHED 38KPLITOMD KNK4a
3TV MACTEPE NO3BONAIOT CKOMMPOBATL MW YAANMTE KOHTEHED
33KPLITOMO KAKOME C HOCUTENS,

ﬁ CKOMMPOBaTH KOHTEIHED. ., i [

CepTrdiKaThl B KOHTENHEDE 33KPLITOrO KDYa

3TOT MaCTEP NO3BONAET NPOCMOTPETh CEPTUDUKATLI, HEX0ARWMECH
B KOHTEAHEPE 3aKPLITOr0 KMO4a, M YCTAHOBUTD X B XpaHummwe
CepTHOUKATOS,

YaanuTb KOHTEHep. .. ]

[ MPOCMOTPETH CEPTUDMKATEI B KOHTENHEPE. .. J

AusHEN cepTuduKaT

3TOT MACTEP NO3BONAET CBA3ATS CEPTUDMKAT 13 daiina ¢
KOHTEHEPOM 3EKPBITOr0 KItOYE, YCTAHOBWE 3TOT CEPTUDMKAT B
XpaHunuiLe,

( YCTHOBUTL IM4HbI CEPTDMKAT. .. |

Maponu 3aKps(Taix KMoyei

3T MACTEPa NO3BONAIOT M3MEHEHUTE Naponu (MWH-Koab) 3aKpbITEIX
KNFOYEI MM YAANNTD 38N0MHEHHBIE DAHEE NAD0NM.

[ vswemwmsnapons... | [ vaanurs sanomerrsie napors... |
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[na Hayana yCTaHOBKM, HAaXKMUTE Ha KHOMKY «YCTaHOBUTb JINYHBIN CepTUPUKAT» U B NOABMBLIEMCS OKHe
mMacTepa HaxkmuTe «[danee», nocse yero Bol yBUAUTE CeayroLyto CTPAHMLY MacTepa:

MacTep ycTanoBkM nMuHOro ceptudmrata m

Pacnonoxexwe ¢aiirna ceptmdmkaTta
BeemTe v yKE»MTE PECNONOXEHWME ©SAME YCTEHEEMMESEMOMD CEPTUDMKaTE E

Wma oaine cepmonkaTa:

D:\Publiccerts"grig.cer ‘ [ Og=op...

PopMaT ©EANE MOXET OJHUM U3 CNEQYHOLLAX
Paitn cepmamiaTa - X.509 (CER..CRT)
CooBwenwne crangapta PKCS &7 (P7B,.P7M,.DER)
XpaHurMLLe CEpPMarMS0EaHHEX cepMamiaToe ((S5T)

JameuanHme:
HekoTopue ©@opMaTh ©aAN0E MOMYT COASPXATE E 0AHOM Saine
fonee 0aHOMD CEpTMOMKETA.

[ < Hasan ]uanee> | [ Otmena ]

BbibepuTe pacnonoxkeHue ¢aina cepTuduKaTa, KOTOpbIA Bbl XOTUTE 3arpy3uTb U HaKMWUTE KHOMKY
«[danee». Ha nossuBlueiica cTpaHuue 6yaeT nokasaHa nogpobHas MHGOpPMaUMA O COAEPHKMMOM
ceptudmKaTa:

MaCTBP YCTaHOBKH JIHYHOIO {‘.BPTHq)HHaTa m

CepMdmKkaT aAnAa yCTaHO EKM
MpocmoTpuTe 1 ERepUTe CEPTUOMKET AMNA YCTEHOEKN lg
CepmamiaT: PuxteHronsy .M. |
Cyfrex: C=RU, S=lNeruHrpaacian oon., L=Cankr-MNetepdypr, O=YHuespourer, O
MocTaBwmk: DC=local, DC=eossoft, CN=eossoft-dc.eossoft local

OeircTentensH no: 2 mapta 2012 r. 15:04:24

|
|
DeitcranTeneH c: 2 mapta 2011 r. 14:54:24 \
|
|

CepuiHi Homep: | 620A 7E99 0000 0000 0077

< Hasan ]E_Q,anee) | [ Omera ]

Mocne HaxaTMa KHonku «[anee» Bbl yBMAWTE CTpaHWUy BbibOpa COOTBETCTBYOLWLErO cepTUdmKaTty
KJlOYEBOTO KOHTeMHepa:



Mactep ycTaHoBKM NMUHOrO cepTHdHKaTa m

Konte#iiep sakpHTOrD Krioua

Beemime M yiasuTe KOHTEAHED SEKDHTOMD KIKOME, KOTOPEA COOTEETCTEYET I@
Bt OpaHHOMY CEPTUDMEKETY

Wma krowesoro KoHTEAHEPE:

| T

BeeneHHOE MMA 3303ET KIFOHEEON KOHTEAHED:
(® Nonssoeatena
(O Komnetotepa

Bufepute CSP AnA NoncKa KIKMEEHX KORTEAHEPOE:
|Ciypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v|

Mpy HaxKaTMM Ha KHoOMKy «0630p» cucTema NpeasioXKUT BbibpaTb K/AOUYEBOM KOHTEMHep M3 Bcex
AOCTYMHbIX B CUCTEME 414 AaHHOTO KpUnTonpoBanaepa:

0:09:57
Boifop KNHOYEE0ro KOHTEMHEDa

B cnu1cke nokasbiBaTh:

(%) OpyxecTeeHHbIE MMEHE () YHuKansHeie nMeHa

CnMCoK KNioYeskix KOHTEﬁHEDOB nonb30BaTENA:

Cuut,.. = MA KoHTEHEPS
nckosoa B c1f8de0a-3ba2-45f6-b92f-8fa53b8d29f3
Peectp Scch8070-3656-4f5¢-8 12f-dad51ee7e bl
PeecTp £59332b0-d3 1b-4e 2e-29df-6df32af 193393
Peectp 7670558 1- 1ee4-4334-3fe5-0c4f 11025792
PeecTp 79720343-5bf5-4efd-b2bc-5d539c105318¢
PeecTp fl6cefea-7383-4ch 3-8afc-c44effba 14d6
PeecTp TSP-5157e672-7389-47d1-3e2 1-b0939c20 7fdc

OK ] L OTMEHS ]

Ecnu KntoyeBoi KoHTeliHep byaeT BbIOpaH HEBEPHO, CUCTEMA BbIBEAET COOTBETCTBYIOLWee cooblueHme 06
ownbKe. BoibepuTe KAOUEBOM KOHTEMHEP W HaXXMUTe KHOMKY «[anee». Bbl yBUANTE CTpPaHMLY Bblbopa
XpaHuauWa cepTMdMKaToB, B KOTOPOE ClesyeT YCTaHOBUTL AaHHbIN cepTudumKar:



Mactep ycTaHoBKM NMUHOrO cepTHdHKaTa

Xpanumiue cepTMdwKaToB
YKa»uTe XPEHUIMLLE CEPTMEWKETOE ANA YCTEHOEKA E HEMD ExGpaHHoM I@

paHee CEpTUEMKATAE.

Yka3aHHbi paHee ®rar MCNone30EaHUA KITOMEBEIX KOHTEAHEPOE NONB30EATENA UM
KOMNBOTEPE ONpeaenAeT ExGop Heo BX0AMMBEX XPEHUIMLL CEPTUDVKATOE

WmMa xpaHnnia cepTMOMKaToE:

| Come

Haree OTmena

an HaXaTnn KHONKK «O630p» BbIBOAUTCA CMUCOK XpaHUAULL, ONA BbI6paHHOFO pacnonoxeHnA:

I Bmibop xpanunmwa ceptudmrara E|®

BrifepuTe XpaHunuwe cepTdKaTos.

] vse. A

D [oBepeHHbIE KOPHEBEIE LIEHTPEI CEPTHY =
Cl dosepuTenbHbIe OTHOWEHWA B Mpeanpy
{:_] MpoMexyTOYHbIE LEHTPbI cepTUdUKaLmM
Cl OoBepenHele U30aTENM

hd
I —I FﬁnTldn‘I’\ldk'RTl—-l K KOTAMNKIM He8T AnRsniidal

< s

[[]DokazaTs dusmueckie XpaHUNMLE

[ OK ] [ OTmMeHa ]

BbibepuTe COOTBETCTBYIOLLEE XPAHWMLLE W HaxXmuTe KHOMKy «[anee». Ha cnegylowein crpaHuue
MacTepa Bbl moKeTe NPOCMOTPETb OTYET NPOrPamMmbl O BbINMOJHEHHOKN ONepaLymu:



MacTep ycTaHoBKM MYHOrO cepTHdHKaTa

3aBepweHue paboTel MacTepa
YCTaHOBKM NUYHOro ceptucukara
PatoTta MacTepa YCTAHOEKM MMYHOMD CEpPTMEMKETa YyCnewHo
3aEeplleHa.

Bonv yrkasans cregyowmve napamMeTpo:

BaaTe cepomkaT ~
13 daina D:M\Publich\certs\arig.cer
WMA CEPTUEMKETE Puxrerronsy, .M.
cySeexT C=RU, S=MenuHrpancka
NOCTaBWKK DC<local, DC=eossoft, CM
OEACTEMTENEH © 2 mapta 2011 r. 14:54:24
AEACTBMTENEH MO 2 mapta 2012 r. 15:04:24
CEPUAHEIA HOMED &20A 7YES9 0000 0000 00

MpocTaenTe CoRMKY 3
HA 2AKMNTHEA krvu HuAMAN RAMHIAG

< >

YeguTecs, yTo E&GPEHE NPEEMNEHEE NEPEMETDE U
HaxMuTE iHonky "ToToEC" ANA ERNOMHEHWA YCTEHOEKA.

[ < Haszan H [oToBO ] [ Otmena

Mo 3aBeplleHNN MacTepa YCTaHOBKKU cepTudMKaT ByaeT ycTaHOBNEH B BblOpaHHOE XpaHuauwe, byaet
NPMBA3AH K CEKPETHOMY K/toUy (YTO COOTBETCTBYOLWMM 06pa3om oTobparkaeTca cuctemoit Windows npu
NPOCMOTpPE CNUCKA CEPTUDUKATOB B AAaHHOM XPAHUMULLE) U MOXKET ObITb MCNOMb30BAH ANA onepauumii
WndppoBaHUA, paclwndpoBbIBAHMA U CO34aHMA UMPPOBON NoANUCH.

PaboTta c KOpHeBbIMU cepTUDMKATaAMM

[na Toro 4Tobbl CMCTEMA MOria NPOBEPUTL CTaTyCc cepTUdMKaTa, a BMECTe C TEM WU KOPPEKTHOCTb
undposoi nognncK, HeobxoaAnMmo, YTobbI eii Bbl U3BECTEH CTATYC BCEX COCTABAAIOLLMX LEEMOYKM AaHHOIO
cepTuduKaTa. Takum 06pa3om, HeAOCTaTOYHO YCTAaHOBUTL CaM CePTUOMKAT Ha KOMMbIOTEP (C 3aKPbITbIM
KAto4OM Uam 6e3 Hero), Ho TpebyeTcs TaKKe YCTaHOBUTb BCHO LLEMOYKY JaHHOTO cepTudmKaTa A0 raBHOro
KopHeBoro cepTudmKaTa.

KopHeBoit cepTudumKaT — 3To cepTndmMKaT yaocToBepaowero ueHTpa. C ero NomoLLbio No4nmncbiBakoTcs
Bce cepTUdMKaTbI, BblgaBAEMble 3TUM YAOCTOBEPAOWMM LEeHTpoM. MImeHHO noanuch, caenaHHas C
NMOMOLLbIO 3TOro cepTudMKaTta, MO3BOAAET FOBOPUTb O MNPUHALNENKHOCTU MO/b30BATENLCKOrO
cepTMdUKaTa 1, 0T4aCTH, O ero cratyce (BasMAHOCTH).

KopHeBoi cepTUPUKAT ABAAETCA, KaK MNpaBWAO, CaMOMOAMNUCAHHbIM CcepTUdUKATOM, TO ecTb
cepTMdUKATOM, KOTOPbLIV YA0CTOBEPSET LENOCTHOCTb CaMoro cebs ¢ momoLLbio LmMdposoi nognucu. 3To
03HaYaeT, YTO HeT BO3MOMKHOCTU MPOBEPUTb ero BaaugHocTb. COOTBETCTBEHHO, 4/1A OCYLLECTBEHUA
paboTbl ¢ N0N1L30BATENLCKUMM cepTUdUKAaTaMU, cepTUdUKaTbl YA0CTOBEPAIOWMX LEHTPOB HEOHX0AMMO
06bABUTL A0BEPEHHbIMU (NPU 3TOM HEobXoauMO O6biTb YBEPEHHbIM, YTO JaHHbIM cepTUdUKaTt
AeNCTBUTENIbHO sBASieTCA CepTUUMKATOM COOTBETCTBYIOLLErO YAOCTOBEPAOWEro LeHTpa). Ana atoro
KOpHeBble cepTUOUKATbI yCTaHAaBAMBAIOTCA B CNeumnanbHoe XxpaHuauule «[loBepeHHble KOPHEBbIe LLeHTPbI
cepTMdUKaLMmM», U CUCTEMA MPUHUMAET UX KaK BaiMaHble.

KOpHEBOI?I cemechKaT MOXKeT ObITb He camonoannCaHHbIM, 6onee TOro, UX MOXET 6bITb HECKOJIbKO,
cneayrouwmnx gpyr 3a 4pyrom B LLenodke. OTO BO3MOXHO B TOM CQlydae, eCim oauH y,CI,OCTOBep‘r'II-OLLI,Mﬁ



LeHTp (Hanpumep, 6osee BbICOKMIA MO CTaTycy) BblaaeT cepTUdUKAT C NPaBoOM Bblgayuun (noanmcaHus)
CepTMOUKATOB APYroMy yAOCTOBEPAIOWEMY LeHTPY. B TaKoM ciyyae 3TU cepTUOUKATbl HEAOCTAaTOYHO
YCTaHOBWUTb B «J[lOBEepEHHble KOpPHEeBble LEHTPbl CepTUPUMKauum», HeobxogMMOo TaKiKe, 4Tobbl Tam
HaxoAMIUCb Bce cepTUOUKATbI, NPUCYTCTBYIOWME B LENOYKE BbILIE NPOBEPAEMOTO, BK/IOYAA UCXOAHbIN
KOPHEBOWM CamMonoAnNncaHHbIn cepTudmKar.

Tak Kak ana pabotbl ¢ UMOPoOBbIMA NoANUCAMKU TpebyeTca NosHAA LEenoyvka cepTUPUKaATOB W, B
0COBEHHOCTH, KOPHEBbIE, PACCMOTPMM MOMEHT YCTaHOBKM KOPHEBOTO cepTUdmKaTa nogpobHee.

B uenom, KopHeBol cepTUdMKAT, TaK Ke KaK M NOJb30BATENbCKUNA, MOXKET OblTb YCTaHOBMEH B
aBTOMATMYECKOM peXMMe, O4HAKO B AaHHOM C/yvyae BO3HMKaeT npobnema ¢ BUAMMOCTbIO AAHHOMO
ceptudmkata. [eno B TOM, YTO aBTOMATMYECKM cepTUOMKAT OyaeT YCTaHOBAEH B XpaHUAMLE
«JoBepuTenbHble OTHOLWEHMA B NPeanpUATUNY U B XPaHWUIMLLA TEKYLLEro NoJb30BaTeNs.

Mpw ycTaHOBKE B 3TO XpaHUAuLe cepTUdUKaT He CTaHOBUTCA AOBEPEHHbIM (418 Yero cneayer yCTaHOBUTb
ero B «JoBepeHHble KOPHEBble LEHTPbl CepTUdUKALUMN®), KPOMEe TOro, XPaHWIULLA TeKyLlero
Nnosib30BaTeNs AOCTYMHbI NPUIOKEHUAM U CUCTEME TONIbKO B TOM CAy4ae, ec/iv TEKYLMIA NOb30BaTeNb
Bowesn B cuctemy. Takol pexxnum KpanHe HeyobeH, ecnv Bol xoTute, 4to6bl MHGOPMaLLMEN U3 XPaHUAULLA
noJsib30Banacb, K NpuUmepy, cucTeMHas cay»Kba (Tak Kak cucTemHble Cay»Kbbl 3amnyckatoTca A0 BXo4a
no/sib3oBaTesia B CUCTEMY U He TpebytoT ero). Ans Toro, 4Tobbl BCE MPWUIOXKeEHWs, paboTalowme Ha
KOMMNbloTepe (B TOM YMCNE U CUCTEMHbIE CAYXKBbl) MO OBHAPYKUTb JaHHbIN KOPHEBOW cepTUdUKaT,

cneflyeT MpPOM3BECTM YCTAHOBKY B XpaHwauwe «JloBepeHHble KOPHEeBble LUEHTPbl cepTuduKaumm»
NIOKaNIbHOTO _KOMMbioTepa (6onee noapobHO ycTaHOBKa cepTUPUKATOB B XpaHUAMULLA OMNKUcCaHa B
COOTBETCTBYHOLLEM NYHKTE).

BHumaHue! HekoTopble cucTemHble ciyxbbl 6epyT KopHeBble CepTUOUMKATbl HEMOCPEACTBEHHO W3
XpaHuamwa «JosepeHHble KOPHEBbIE LeHTPbl cepTUdUKaLMN» CayKbbl. s KOpPEKTHOM PaboTbl TaKUX
CNyX6 cneayeT yCcTaHaBAMBaTb CEPTUGMKAT KaK B XPaHUAMLLE SIOKAZIbHOrO KOMMbOTEPA, TaK U AaHHOM
CNYXKObI.

Bo wusberkaHve npobsiem, KOTOpble MOFYT BO3HUKHYTb B XoZe PaboTbl pas/iMYHbIX NPUAOXKEHUI C
KOPHEBbIMW CEPTUOMKATAMM, PEKOMEHAYETCA YCTaHaBAMBATb WX KaK B XPaHUAUWE TeKyLLero
nonb3oBatensa (AMbo cucTeMHoli cnyx6bbl, ecnm paboTa c cepTUPUKATaMM NAAHMPYETCA C ee MOMOLLbIO),
TaK M B XpaHMUAULLE NTOKANbHOTO KOMNbtoTepa (41a BCex). ITO CBA3AHO C TEM, YTO HEKOTOPbIE NPUIOMKEHNA
MOTFYT UCKaTb KOpHEBble CEPTUUKATBI TONbKO B COBCTBEHHbLIX, MPMHAANENKALLMX NONb30BATENO MK
NPUNONKEHNIO, XPaHUANLLAX.

Mpouecc ycTaHOBKM CepTMd)MKaTa B AaHHblEe XPaHUULWA OT/INYAETCA OT YCTAHOBKU B noboe Aapyroe 1em,
4YTO B NpoLecce yCTaHOBKM Bbl, nepes HenocpeacTBEHHbIM MMMNOPTOM CepTMdJVIKaTa, MOXeTe yBUAETb
cneaymwolulee VIHd)OpMaLI,VIOHHoe OKHO C BOMpOCOM:
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loToeuTca ycraHoeka cepTudmkara ot yentpa ceptudpmkaumn (LIC) 8
! . 3TOM AOMEHE:

eossoft-dc.eossoft.local

He yaaerca nposepuTs, 4TO cepTUHUKAT NPHHIANEXNT
"eossoft-dc.eossoft.local". O6parutecs k "eossoft-dc.eossoft.local” u
noATeepanTe ero nponcxoxaeHne. Cnegytotne 4ncna ByayT nonesHol
ANA AZHHOTO NpoLecca:

Orneuatok (shal) : 6FODOEO1 C4E72B14 8ASBF817 05A14202 4F3C53F5

Mpeaynpexgenne:

Ecnm ycTraHoBuTb AakHbli kopHesoit ceptudmkart, To Windows
asTomaTuueckn Byaer gosepatb ntobomy ceprindukaty, BbigaHHOMY
LIC. ¥cranoska ceptudukara 6es oTneyaTka MOXKET NPUBECTH K PUCKY
HesonacHocTn. "/la" yKasbiBaeT, HTO PUCK NPUHWMAETCA.

YcraHoBWTb AaHHbIA cepTnduKaT?

Ja F Her

&

[laHHOe OKHO NpPW3BaHO 3alMTUTL Bac OT aBTOMAaTUYECKOMN YCTaHOBKM CEPTUGUKATOB MPUIONKEHNAMM,
HaXoAALMMUCA Ha AaHHOM KOMMbIOTEPE, CPpeam KOTOPbIX MOryT 6biTb HegoBepeHHble. Ecaiv Bbl yBepeHbl,
UTO MMEHHO 3TOT CepTUPMKAT Bbl XOTUTE Ha3BaTb AOBEPEHHbIM, HaxmuTe «[a», nocne yero npouecc
nmnopTa ceptTnudmKata byaeT 3aBeplieH. [laHHOe OKHO He NOABMTCA TOM C/y4Yae, eC/N C KOMMNbloTepa, Ha
KOTOPbIN OCYLLECTBAAETCA YCTAHOBKA, €CTb CETeBOM AOCTYN K YAOCTOBEPAIOWEMY LLEHTPY, KOTOPOMY,
NpPeanoNoKUTENbHO, MPUHAANENKUT [aHHbIA KOPHEBOM cepTUdMKAT, U YyAOCTOBEPAIOWMIA LEHTP
NOATBEPXKAAET €ro MPUHAANEKHOCTb M BaNMAHOCTb. ECAM Ke Takol cBA3M HeT, To MHbOopMmaLMIo,
NOKasaHHan B AaHHOM OKHe (B 4YacTHOCTM, MMA OOMeHa M oTnedaToKk (shal)) cneayeT oTnpasutb B
YAOCTOBEPAIOWMIA LEHTP, U HE NpPoAo/KaTb YCTAaHOBKY A0 MOAYYEHMS MOJOMMUTENbHOTO OTBETa O

NpUHaANeKHOCTU cepTudUKaTa.

Bce nonb3oBaTtenbckue cepTUdUKaTbl, NOLNUCAHHbIE C MOMOLLBIO AAHHOTO KOPHEBOro cepTUdMKaTa, C
3TOro MOMEHTa He OyayT NpPW3HaBaTbCA HeAeNCTBUTENbHbIMM Ha OCHOBAHWW OTCYTCTBMA KOPHEBOTO
cepTudmKara.



