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1. BBegeHue

Cny»K6bl LUTAMMNOB BPEMEHW NO3BONAOT 3aLWMLLEHHBIM 06Pa30M OTC/IEKMBATL BPEMA
CO34aHUA U MoANPUKALMM AaHHbIX, NPeAOoCTaBAASA BO3MOXHOCTb YOeaMTbCs B TOM, YTO
AaHHble 6bln co34aHbl 40 OonpeaeeHHOr0O MOMEHTA BPEMEHU U He OblIN U3MEHEHbI
BNOCNEACTBUMN.

BubnnoTteka peannsyeTt NoaaePKKY KIMEHTCKOM YacTu CAyK6 LWTamMnoB BpeMeHun
OMUCAHHBIX B OTKpbITOM cTaHaapTe RFC 3161 u pacwimpaeT BO3MOXKHOCTU cuctembl «KAPMAY,
no3BonAA BCTpanBaTb B AL wramn BpemeHu B KavecTBe HeayTeHTUGMUMpyemoro atpmbyTa.

B pamKax cneundpukauymmn RFC 3161 onpeaeneHbl cneayowme TepPMUHDI:

+ LWTtamn BpemeHu (time-stamp) - aTo nognNucaHHoe KPUNTO-coobLLEHNE,
copeprkallee Xl AaHHbIX, BPEMS BblAauM U HEKOTOPbIE ApYrne pacluMpeHHble
napameTpbl WTamna.

« Cnyxba wramnos BpemeHu (Time Stamping Authority - TSA) - 10BEPEHHbIN 31eMeEHT
PKI, metowwmin L,OCTYN K TOYHOMY UCTOYHWUKY BPEMEHM W OKa3bIBaOLLMIA YCAYTU NO
CO3J4aHM1IO LITaMMNOB BpeMeHU. BbigaBas wramn BpeMeHu, cny»Kba WwTamnos
BPEMEHM YA0CTOBEPAET, YTO B MOMEHT Bbl4aun eli 6bIN10 NpeaoCcTaBAeHo 3HaYeHNE
X3LWa OT HEKOTOPbIX AaHHbIX.

Mpw BCTpanBaHMM WTaMna BpemeHu B LI, cnykbe Wwtamnos BpemeHu nepenaerca
3HaYeHMe X3LWa NoANUCbIBAEMbIX AaHHbIX, TEM CaMbIM NO3BO/IAA HAAEKHO 3aPUKCUMPOBATb
BpemsaA co3gaHua dUMM, a BnocneacTsmnm ybeanTtbes, YTo gaHHaA nognuck 6bina co3gaHa B

nepuoa AencTeua ee ceptudmKaTa.

Joctyn K TSA nponssoaunTtca no npotokony HTTP, c ucnonb3osaHnem 6Mbanotekm

WInHTTP Bxoasuwei B coctas OC Windows.

2. UHTepdeic nonb3oBarena
NHTepdelic nonb3oBatens bubanotTekn npeacraBnaeT coboi AManoroBoe okHo ¢
MHPOPMAUMEN O LITaMMe BPEMEHU, KOTOPOe M306parkeHo Ha puc.1.
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Puc. 1.

TekcToBble nons «Bepcua», «CepuitHbii Homep» U «Bpems Bblgaun» cogepkaTt
3HaYeHUA COOTBETCTBYIOLWMX NAPAMETPOB LITAaMMa BPEMEHM.

KHonKa ¢ Haganucblo « MecTHoe» No3Bo/iAeT BbIbpaTb 4acoBOM NOAC ANA 0TobparkeHnn
BPEMEHM BblAauM WTamna (B HacTosALLee Bpems NOALEPKUBAETCA NEPEKIOYEHNE MeXAY
4aCcoBbIM MOACOM Y4eTHOM 3anucu nonb3osatens n UTC).

TekcToBOE Nose «Pe3ynbTaT MPOBEPKM WTAMMa BPEMEHMU» COLEPHKUT MHPOPMaUMIo O
pe3ynbTaTe NPOBEPKM NOANNCK U cepTUPMKATA LITAMMNA BPEMEHM.

KHonka «MpocmoTp nognucu» npegHasHaveHa gns oTobpaXKeHUs CTaHAaPTHOrO
Ananora Windows ¢ nHpopmaumeit o noagnnMcaHHOM KpUNTo-coobLWEeHNKN, KOTOPbIM MO CYTH
ABNAETCA WTAMM BPEMEHMU.

KHonka «lMpocmoTp cepTudunKaTa» otobparkaeT ctaHaapTHbIN gmanor OC Windows ¢
nHpopmaumei o cepTndmkaTte cayKbbl BblaaBLIEN JaHHbIN WTaMN BPEMEHU.

Cnuncok «PaclmpeHHble CBOMCTBa» COAEPHKUT MHGOPMALMIO O AONONAHUTENBbHbBIX ONUMAX



WTaMna BPeMEHM, UX HAMYUUN NN OTCYTCTBUU. TEKCTOBOE OKHO, PACMO/IOKEHHOE HMMXKE CMUCKA
npeaHa3Ha4yeHo A1A 0TOOpaXKeHUs paclmpeHHoM nHGopmaumm o BbiIbBpaHHOM CBOMCTBE.

B TeKyLuen Bepcum 6MbANOTEKU NoaaepKMBaeTca oTobparkeHne nHdopmauum o
cneayowmx CBOMCTBaxX:

*  [Monutnka — OID NOAUTMKM BblAauM AaHHOIO LWITAMMNA BPEMEHMU;

+ OTneyaToKk — anropuTm M 3HaYeHue XaWw-PpyHKUUM NnepesaHHom cayxbe wramnos
BPeMeHMU, ANA NOAYYEHNA JAHHOIO WTamna.

*  TOYHOCTb — OLEHKa NOrPeLwHOCTN YacoB CNYKObI LUITaMNOB BPEMEHM B CEKyHAaX. Ecnun
TOYHOCTb NPUCYTCTBYET B IAHHOM LUTAMME, TO OHA YY4MTbIBAETCA NPU NPOBEPKE ero
KOPPEKTHOCTU.

e YnopapodeHue — napameTp, onpep,enmou.l,wﬁ BO3MOXHOCTb onpeaenntb NnopAaoK
Bbl4a4YN WUTaMnoB BPpEMEHMU ﬂ,aHHOIZ CI'Iy)K6OI7I, NONb3yACb UCKNHOYUTESIBHO BpEMEHEM
Bblga4n.

. CnyqaﬁHoe 4yncno — cnyqaﬁHoe YMCNO BXOo4ALLee B 3aMpoC U OTBET C}'Iy)K6bI wTamnos
BpemeHun, ncnonb3yeTca gna npeaorspalieHnaA replay-aTaK.

+ LeHTp BblAauM — €Cn CBOMCTBO NPUCYTCTBYET B LUTAMMNE BPEMEHU, TO COAEPKMUT NONHOE
HaMMeHOBaHWe CNyKObl, BblAaBLIEN WTaMn.

3. UHTepdeiic pa3paboTumka

NHTepderic paspabotunka 6ubanotekn cootsetcteyeT «Cneundukaumnmn nHtepderica
Mmoaynsa fobaBneHna n NpoBepKM NPOM3BOIbHOIO NapameTpa dUIM», pernameHTUpyoLLe
Habop 1 NOPALOK NPUMEHEHMA IKCMOPTUPYEMbIX BUBNMOTEKOM DYHKLUNA.

[aHHbIM naparpad congepKUT A4ONONHUTENbHbIE CBEAEHUA O paboTe dyHKLUUI
nHTepodeiica. OnncaHue Kogos owWKMBOK, ycTaHaBAMBaeMbIX BUBANOTEKONM NpM NOMOLLN
dyHKumMM SetLastError HaxoguTca B NnpunoxkeHum 1.

3.1 InitExtensionDI|
@DyHKUMA NONyYaeT B KAYECTBE NapaMeTpPa TEKCTOBYHO CTPOKY, COCTOALLYHO U3

MMEHOBAHHbIX CBOMCTB N UX 3H8‘-I€HMV1, no3BONAOWNX PEryINPOBaATb NoBeageHUNE 6mnbnmotekun

pacwumnpeHuna. CuHTaKCmc CTPOKN MHULUMaNn3aunn:

parameterl="valuel"; parameter2=value?

roe parameterN — MMs CBOMCTBA, @a valueN — ero 3Ha4yeHue,

CBOMCTBa oTAENAKTCA CUMBOJIOM TOYKU C 3anATom «», UMA CBOWCTBA oTAeNnAeTCA OT 3Ha4YeEHUA
3HAaKOM PaBEHCTBA «=». Ecnn 3HayeHMe cBOCTBA AB/ISETCA TEKCTOBOM CTpOKOl‘/'I, TO OHO AO/1*KHO



6bITb 3aK/I0YEHO B ABOMHbIE KaBblYKM « " ». CUMBO/IbI Npobesia OKpy»KatoLime CBONCTBA,
3HAYeHMA UM CUMBO/IbI PA3AeNINTENA HE YYUTLIBAOTCA NPU aHAIM3e CTPOKK. Pernctp
CMMBOJIOB MMEHM CBOMCTBA HE YYMUTbIBAETCS.

MpW HAIMUYUM CUHTAKCUYECKUX OLLIMBOK B CTPOKE MHULMANU3AUNK PYHKUMA BO3BpaLLaeT
FALSE 1 6unbamMoTeKa He cUMTaeTca MHULMANAN3npoBaHHo . CBOMCTBA M 3HAYEHUS, He
noadepxmBaembie 6M6MOTEKON paclUMPEHNS UTHOPUPYHOTCS.

B HacTosee Bpems NoAaepKUBAKOTCA CAeaytoLLIMe CBOMCTBA:

TSP_URL="http://path.to.timestamp.service”

3HayeHnem cBoiicTBa aBnsetca URL cnykbbl LUTAMMNOB BPEMEHMU.

TSP_USE_NONCE="TRUE”

BK/tOYaEeT MCNONb30BaHME CNYYaHOro Yncna (T.H. nonce) Npu 3anpoce WTamna
BpemeHu. CAyKUT AN1A NpefoTBpaLLeHMA BO3MOXKHOCTM replay-aTtak. o ymonyaHuto
BbIK/IIOYEHO.

TSP_DEFAULT ACCURACY=9600

3HayeHMe TOYHOCTM UCMNOIb3yeMOe A5 NPOBEPKN BPEMEHM OTBETA CEPBEpPA, EC/IN B
CaMOM OTBEeTE TOYHOCTb OTCYTCTBYET. YKa3bIBaeTCA B MUAIMCEKYHAAX. 3HAYEHME NO
ymon4daHuio — 3000 mc. MaKcMmasibHO 3Ha4eHmne ToyHocTn — 7200000 (2 yaca).

TSP_IGNORE_SERVER ACCURACY="TRUE”

OTKNOYaeT NCcNoNb30BaHME TOYHOCTU OTBETA cepBepa nNnpu NpoBeEpPKe BpemeHN OTBETA.
BmecTo To4HOCTH cepBepa Ucnonb3yetTca TOYHOCTb MO YMONYAHUIO, PeEryinpyeman napameTpom
TSP_DEFAULT ACCURACY.

TSP_INET TIMEOUT = 10000

Onpepenaet MaKCMMabHbIM TaMMayT ANA NONYYEeHUA OTBETA cepBepa B
MunnucekyHaax. Ecnm napametp paseH 0, TO 3HaYeHMe TaimayTa YCTaHABAMBAETCA PAaBHbIM
H6eckoHeuyHOCTU. Ecnn napameTp MMeeT OTPULATENbHOE 3HAaYEeHME, TO UCMO/Ib3YETCA 3HAYEHNE
TaMMayToB MO YMOJIYaHUIO: BPEMSA pa3peLleHnn agpeca — beCKOHeYHOCTb, Bpemsa coeanHEHUA
— 60c, Bpema oTnpasku 3anpoca — 30c, Bpemsa npmema oteeTa — 30c.

TSP_HASH ALG OID="gost-r-34.11-94"

Mo3BonseT ykasatb OID anroputma xew-pyHKUMKU, NPUMEHAEMOM ANA BbIYMCNEHMA AagKecTa
co0bLeHNA, NCNONb3YeMOro ANA 3anpoca WTamna BpemeHu. [ommmo HenocpeacTBEHHOTO

yKasaHua OID napameTp nogaeprKMBaeT cneayolmne KOpoTKMe MmeHa anroputmos: "md2",
"md4", "md5", "sha-1", "sha-256", "sha-384", "sha-512", "gost-r-
34.11-94".

Mo yMOA4YaHMIO UCNOb3YEeTCA aNrTOPUTM X3LWMPOBAHWUA cepTUdMKaTa nognucaHums.



[nsa ncnonb3oBaHMA paclUMpPEHUA B MPUKNAGHOM Koge HeobXoaMMO yKasaTb
napameTpbl B CTPOKE MHULMANN3AUMM KpUnTo — MHTepdeinca EOSCrypto.ICrypto.
Ob6aszaTenbHbIM aBnAetca napametp TSP_URL.

3.2 AcquireCryptMsgUnauthAttributes
dyHKUMA popmuMpyeT 3anpoc LWTamrna BpeMeHM, Ha OCHOBE NnepeaaHHbIX AaHHbIX
(3HaueHun
X3LLa NoAnncKn) n HacTpoeKk bubnmotekn. OTnpasKa 3anpoca C/y»Ko6e WTamnoB BPEMEHN U
nosly4yeHme oTBeTa NPOUCXOAAT COrnacHo npotokony HTTP ¢ ncnonb3osaHmuem 6MbamMoTEKM
WinHTTP.

Mpwn otcyTcTBMM URL B CTpOKe MHULUMANM3aUMN PyHKUMA Bo3BpaLLaeT FALSE n
ycTaHaBAMBaeT 3HayeHue LastError 8 ERROR WINHTTP INVALID URL,

3.3. CheckCryptMsgAttributes
cl)yHKLI,MFl nposepAeT Bce nognnucu KpmnTorpachqecr(oro COO6LLI,eHVIF| M conoanncum nepsoro
YPOBHSA Karkaom NoAnucHu.

Mpw 06Hapy»KeHMM HeBEPHbIX aTPMOYTOB LWTaMna BpeMeHM noanucu GyHKums

Bo3BpawaeT FALSE, GetLastError BO3BPaTUT COOTBETCTBYIOLMI KOA OLMBKN.

Mpw OTCYTCTBMM aTPUBYTOB WITamMNa BPEMEHM BO BCEX MPOBEPSAEMbIX MOANUCAX U

conoanucax GyHKUmA Bo3spalaeT FALSE, GetLastError Bo3spaTtuTt ERROR NO DATA.

3.4 CheckCryptMsgAttrByOID

npOM3BO,EI,MT NPOBEPKY WTamMmna BPpEMEHU U BO3BPALWLAET PE3Y/IbTAT N €r0 ONMcCaHuMe.

Ecnn napameTtp dwCallingFunctionld paseH mode_getsigninfo, To B KauecTBe pe3y/ibTaTa
Bo3BpaLLaetca TekctoBada UNICODE ctpoka ¢ uHpopmaumeinr o wrtamne spemeHn. OnmncaHue
KAtoYeln 1 3HavyeHun npmeeaeHo B N 3.6. B npoTMBHOM cnyyae B KayecTBe 3Ha4YeHUA pesyabTaTa

BO3BPALLAETCA 3aKOAMPOBAHHAA CTPYKTypa TimeStampToken.

B KayecTBe MmeHM paclumpeHma ho3BpalLaeTca TEKCTOBAA CTPoKa «LUtamn BpemeHn»

3.5 EnumAttrOIDs
B paHHoOI Bepcumn bubanoTeka paclwmpenma nogaepkmsaet Tonbko OID id-aa-
timeStampToken- 1.2.840.113549.1.9.16.2.14,

3.6 ®opmart cnoBaps Extensioninfo
Extensioninfo npeactaBnaeTt coboi cnosapsb IDictionary co chegytowmm Habopom nap
KAOY3HaYeHume:



ExtensionName — nmsa pacwmpeHuns — «LLtamn sBpemeHun»;

ExtensionOID — OID pacwupeHuna - «1.2.840.113549.1.9.16.2.14»;

ExtensioninterpretedString — cTpoKa, cogeprkallan TEKCTOBOE ONMCaHMe pe3yibTaTa MPOBEpPKU
— «WTtamn BpemeHu BepeH» B Cly4ae KOPPEKTHOCTM aTpmbyTa;

ExtensioninterpretedData — gaHHble aTpnbyTa — B J@HHOM C/ly4ae TEKCTOBAA CTPOKa U3 nap
K/touY3HayeHue (3akoanpoBaHHana B Base64).

CTpOKa COCTOMUT U3 Nap KoY — 3HaYeHNe pasaeneHHbIX TOYKOM C 3anATOoM, KoY
oTaenaetca ot
3HAYeHMA CMMBOJIOM 3HaKa paBeHCTBa. B Tabn.1 npMBeAeHO ONncaHne KakYen n
COOTBETCTBYHOLLMX UM 3HAYEHUIA.

Tabnmua 1
Kntou 3HayeHune
Version Bepcua
Serial CepuiiHbIi HOmep
UtcTime Bpema Bblgavn no MpuHBMYY
LocalTime MecTHoe Bpemsa Bblgauun
Policy MNonutuka
HashAlg Anroputm xewa
HashValue 3HaueHue xeLwa
Accuracy To4yHOCTb
Ordering YnopagoyeHue
Nonce Cny4yaiHoe uncno
Tsa Nma cny:Kbbl LUITAMMNOB BPEMEHMU




MpunoxkeHue 1. CNMCOK KoaoB oWNBOK BbanoTekn

#define USER ERR UNKNOWN

HeussectHaa owwubKa

#define USER ERR WRONG_ CMDLINE

HeBepHble napameTpbl KOMaHAHOMW CTPOKM

#define USER _ERR NO_ INPUT DATA

OTCyTCTBYIOT BXOAHbIE [aHHble

#define USER_ERR BAD INPUT DATA

HeBepHble BXOAHblE AaHHble

#define USER_ERR BAD INIT STRING

CVHTaKcMyeckaa owunbka B CTPpOKe WHUUMaNn3auunun

#define CRYPT ERR_UNKNOWN

HeussecTHas owubka Kpuntorpadumm

#define CRYPT ERR WRONG_STRUCT

HeBepHaa cTpykTypa ASN.1

#define CRYPT ERR _SIGN CERT ABSENT

OtcyTcTBYET cepTUdMKAT NoAnMcaBlUed CTOPOHbI

#define CRYPT ERR NO ISSUER CERT

OtcyTcTBYeT cepTudUKaT usaaTens

( (DWORD) OxE0640001L)

( (DWORD) O0xE0640002L)

( (DWORD) OxE0640003L)

( (DWORD) 0xE0640004L)

( (DWORD) OxE0640005L)

( (DWORD) OxE0650001L)

( (DWORD) O0xE0650002L)

( (DWORD) OxE0650003L)

( (DWORD) OxE0650004L)



#define CRYPT ERR CERT IS NOT TIME VALID ((DWORD)OxE0650005L) BpemeHHOIl

WHTepBan cepTudMKaTa HeBepeH

#define CRYPT ERR CHAIN NOT VALID ( (DWORD) 0xE0650006L)

HeBepHaa uenoyka cepTUdUKaTos

#define CRYPT ERR TST INVALID RESPONCE ( (DWORD) 0xE0650401L)

HeBepHblii OTBET Ha 3anMpoc WTamna BpPemeHM

#define CRYPT ERR TST WRONG SIGN COUNT ( (DWORD) 0xE0650402L)

HesepHoe uucno nognucelr wWTamna BPEMEHM

#define CRYPT ERR TST CERT CHAIN NOT VALID ((DWORD)OxE0650403L)

HeBepHaa wLenoyka CepTMd)MKaTOB WwTamna BpPeMEHU

#define CRYPT ERR TST CERT_ REVOKED ( (DWORD) OxE0650404L)

CepTMdMKaT WTamMna BPEMEHM OTO3BaH

#define CRYPT ERR _TST RESP TIME NOT IN ACCURACY ((DWORD)OxXE0650405L)

Bpema wTamna BpemMeHW He COOTBETCTBYeT TOYHOCTU

#define CRYPT ERR _TST POLICY MISMATCH ( (DWORD) 0XE0650406L)

Monntnka wTamna BpPemMeHW He COOTBETCTBYEeT 3anpocy

#define CRYPT ERR _TST NONCE MISMATCH ( (DWORD) 0XE0650407L)

CnyqaﬁHoe YMCNO WTamMmna BpPeMEeHU He COOTBETCTBYET 3anpocy

#define CRYPT ERR TST UNSUPPORTED REQ VERSION ( (DWORD)O0xE0650408L)

HenoaneprkMBaemaa Bepcus 3anpoca LWTamMna BpeMeHM



#define CRYPT ERR TST UNSUPPORTED RESP VERSION ( (DWORD)O0xE0650409L)

Henop,u,ep»(MBaemaﬂ BepcnAa OTBeTa WTamMna BpeMeEHU

#define CRYPT ERR TST REQ RESP HASH MISMATCH ( (DWORD)OxE065040AL) Xaww 3anpoca
M OTBE€Ta WTamMMna BpPemMeHW He coBMnagatoT

#define CRYPT ERR TST MSG HASH MISMATCH ((DWORD)O0xE065040BL)

XaWwun nognuMcu M wWTamna BPEMEHW He CcoBnagaloT

#define CRYPT ERR TST WRONG TST CONTENTS ( (DWORD)O0xE065040CL)

HeBepHoe cofepsKMMOe wWTamna BpemeHM

#define CRYPT ERR TST ATTRIBUTE ABSENT ( (DWORD) 0xE065040DL)

OTcyTcTBYET aTpubyT LWTamna BpeMeHM

#define CRYPT ERR TST INVALID KEY USAGE ( (DWORD)O0xE065040EL)

HeBepHOe 3HayeHWe pacCIMPEHHOrO0 MCMNONb30BAHUA KAto4a CepTVICbVIKaTa wTamna BpeEMEHU

#define CRYPT ERR_TST WRONG ESSCERT ( (DWORD) 0XE065040FL) ATpubyT

EssCertId nognucy wTtamna BpemMeHW OTCYTCTBYeT WM HeBepeH

#define TST GENERIC ERROR ( (DWORD) 0XE0650410L)

#define CRYPT MSG_TST INVALID RESPONSE  ( (DWORD)O0xE0650411L)

#define CRYPT ERR _TST CERT REVOCATION UNKNOWN ((DWORD)OxE0650412L)

#define INET ERR UNKNOWN ( (DWORD) 0xEO0660001L)

HeunssectHaa owunbKa cetn



#define INET ERR RESPONSE TOO LARGE ( (DWORD) 0xE0660002L)

Cavwikom 6osbllaa AiMHa OTBeTa

#define INET ERR BAD CONTENT LENGTH ( (DWORD) OxE0660003L) HesepHoe

3HavyeHune 3arosioBka content length



