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OCHOBHBIE NIOHATUSA
SneKmpoHHbIU O0KyMeHmM — AOKYMEHT, MHPOPMaLMA B KOTOPOM NPeACTaB/NEeHa B 9/1EKTPOHHO -
umdposoit popme.

Cpedcmeo 3nekmpoHHoU Modnucu — CPeacTBo Kpuntorpaduueckoi 3amuTbl MHGOpMaLmUn
(CK3U) nnn apyroe cpeactso, obecneumBatollee peanmsauuto caeayowmx GyHKLUNiA:

—  CcO3[aHue 31eKTPOHHOW NOANUCHU B 3/1IeKTPOHHOM [IOKYMEHTE C UCMONb30BaHNEM
3aKPbITOro K/toYa 3/1eKTPOHHOM noanucu

— noAarsepxaeHue C UCNoJib30BaHUEM OTKPbLITOro K/ito4a aﬂeKTpOHHOl‘/JI noanuncum
NOA/TMHHOCTU SHEKTpOHHOVI noanncK B SINEKTPOHHOM AOKYyMeHTe

— CO34aHune 3aKpbITbIX N OTKPbITbIX KNtouen 3/1IEKTPOHHbIX I'IOLI,I'IMCGIZ.

SnekmpoHHas noonucs (31) — PEKBU3UT 3EKTPOHHOrO AOKYMEHTA, NOJYYEHHbI B pesy/ibTate
KpunTorpaduyeckoro npeobpasoBaHma MHGOPMALLMU C UCMONb30BaHNEM 3aKPbITOTO KNtOYa INEKTPOHHOM
NoAnMMCU M NO3BONAIOWMIN MAEHTUOUUMPOBATL Bhagenbua ceptuduKkata M, a TaKKe YCTaHOBUTb
OTCYTCTBME UCKAXKEHUA NHGOPMaLMM B 31EKTPOHHOM JOKYMEHTE.

3aKpbimelli KA0Y 3AeKMPOHHOU nodnucuy — YHWKANbHAA MOCAeL0BATENbHOCTb CMMBOJIOB,
M3BECTHasA Bnagenbly cepTudmKata oTKpbiToro 3 M npegHasHAYeHHas ANA CO34aHMA B 3/1IEKTPOHHbIX
[OKYMEHTaX 3/1EKTPOHHOM NMOAMMCU C UCMOJIb30BAHMEM CPEACTB 3/IEKTPOHHOM NoAnucHy.

3aKpbITbIl K/HOY 31IEKTPOHHOM NOAMNUCK AENCTBYET Ha onpeaeneHHbIA MOMEHT BpeMeHMU
(mencTByOLWMIM 3aKPbITBIN KAKOY) ecau:

—  HaCTynuMA MOMEHT BPEMEHM Havyana AeNCTBUA 3aKPbITOro KAtoua;
—  CPOK [eMCTBUA 3aKPbITOrO K/loYa He UCTEK;

—  cepTudurKaT OTKPbITOro Katoya M, COOTBETCTBYIOLWMIA AAHHOMY 3aKPbITOMY K04y He
aHHY/IMpPOBaH (O0TO3BaH) U AEWCTBME €r0 He NMPUOCTAHOBIEHO.

OprbImbIU KoY 3/1€KmpOHHOU nodnucu — YHUKa/ZlbHaA nocneaoBatesibHOCTb CUMMBOJIOB,
COOTBETCTBYHOLWAA 3aKPbITOMY KoYy 3I'IEKTpOHHOﬁ noanucuK, npeaHasHa4yeHHaa aAnAa noarsepxaeHuma C
ncnonb3oBaHMem cpeacrts 3I'IEKTpOHHOl‘/J1 nognmucn NOONANHHOCTU 3}1€KTpOHHO[/JI noanncu B 31IEKTPOHHOM
AOKYyMeHTE.

Criucok omo3eaHHbIx cepmugukamos (COC) — 31eKTPOHHbIN OKYMEHT C 3/1eKTPOHHOM NOANMUCHIO
YMO/HOMOYEHHOTO AL YA0CTOBEPAOWEro LIeHTPa, BK/IOYaoWMin B ceba CNMCOK CEPUMHbBIX HOMEPOB
CcepTMOUKATOB K/touern NoanucK, KoTopble Ha onpeaesieHHbl MOMEHT BpeMeHW 6bliv aHHYIMPOBaHBI
WU AeACTBME KOTOPbIX Bbl10 NPMOCTAHOBAEHO.

Bnadeneuy cepmugpukama 3l — dU3nYecKoe MU0, Ha UMA KOTOPOro YA0CTOBEPAIOWNM LEHTPOM
BblAaH cepTudmkat M M KoTopoe BNALEET COOTBETCTBYHOLMM 3aKPbITbIM K/HOYOM 3/1EKTPOHHOM
NOAMMCK, NO3BONAIOWMM C MOMOLLBIO CPeACTB 3/IEKTPOHHOW NOAMNMCK CO34aBaTb CBOK 3/1EKTPOHHYIO
NOAMMCb B 3/IEKTPOHHbIX AOKYMEHTaX (NOANUCbIBATb 3/1EKTPOHHbIE AOKYMEHTbI).

McesdoHum snadenvuya cepmuguxkama 31— BbIMbILLIEHHOE UMA GU3NYECKOTO LI, KOTOPOE
OH CO3HATeNbHO U flerasibHO NPUHUMAET ANA PErUcTpaLmm B Y40CTOBEPAIOLLEM LEHTPE.



Cepsep wmamros epemeHU — YAANEHHbIA [OBEPEHHbIA cepBep, KOTOPbIA NpesocTaBaser
AOBEPEHHYIO MHDOPMALMIO O BPEMEHM NOAMUCAHMA ANA BNOXKEHUA €e B CO34aBAaEMYIO 3/1eKTPOHHYIO
noAanucb

Cepsep OCSP — ypoaneHHbl 4OBEPEHHbIN cepBep, KOTOPbIM NpeaocTaBafaeT MHGopMaLmio O
COCTOAHMM OT3bIBa CEPTUPUKATOB

Public Key Cryptography Standarts (PKCS) — ctaHgapTbl Kpuntorpadum C OTKPbITbIM KJIHOYOM,
pa3paboTaHHble KomnaHuer RSA Security. YaocTtoBepsowmii LUeHTP OCylecTBaseT cBoto paboty B
COOTBETCTBMN CO cneaytowmmm ctangaptamm PKCS:

—  PKCS#7 — cTaHgapT, onpeaenarowmin popmaT U CUHTAKCMC KpunTorpadmuyecknx coobLeHuA.
YaoctoBepstowmin LeHTP NCNOoNb3yeT onucaHHblii B PKCS#7 tun gaHHbIx PKCS#7 signed —
NnoAMnMcaHHble AaHHbIE;

— PKCS#10 — cTraHgapT, onpeaenstowmin Gopmat U CUHTAKCMC 3anpoca Ha ceptudukat .

KoMmnoHneHTtsl KAPMA

Moaysb noaaepxkku CK3U

Mogaynb noaaep>kn CK3U — ncnonHaemoe npunoxeHue, obecneympatollee BbinosHeHe
Kpuntorpadpuuecknx onepaumnii, 3agaHHbiX Bbi3blBalOWLMM NPUNOKEHMEM, CPeACTBaAMMU
KpunTonpoBalhgepa 1 BO3BpPaT pe3y/bTaTOB Bbl3bIBAIOLLEMY MPUNOKEHMIO.

Moaynb noaaep:Kkn CK3M moxkeT 6bITb 3anyLLeH B ABYX pexnumax:

—  PeXunm UcnonHAemoro npmnnoxXeHumAa

—  peXXMM CUCTEMHOW CNYHKbbl

B perKMme UCNoHAEMOTro NPUAOKEHUA Mmoaynb nogaepkn CK3M 3anyckaercs Kak obbluHoe
npunoxkeHune Windows B N0/1b30BaTe/IbCKOM KOHTEKCTE M NONHOCTLIO peasnimsyeT BCce CBoU
bYHKUMOHaNbHbIE BO3MOMKHOCTMH.

B pexxume cucTteMHoM cny*Kbbl moaynb noaaepKku CK3U pernctpmpyetca B CNUCKE CUCTEMHBIX CNYKO
Windows 1 no ymonyaHuto ¢pyHKUMOHMPYET BHE NO/Ib30BATE/IbCKMX KOHTEKCTOB. MpKn 3TOM CTaHOBATCA
He AOCTYMHbIMU GYHKLMU, UCMONb3YIOLLME rpaduyeckunii nHTepdeiic (nokas ceorcTs IMM). yHKUUNK,
Tpebytowue NpeabaBeHNA CEKPETHOrO Ktoya nonb3osatens (cosganue 3,
WwundposaHme/paclumppoBaHne AaHHbIX) N0 YMOAYAHUIO HEAOCTYMHbI B 3TOM PeXKMME. 3anycK CyKobl
OT Y4eTHOM 3anncK Nosb3oBaTens No3BOAAET NOAYYUTb AOCTYN K KAoYaM U cepTudmKaTam aHaNorMyYHO
PeXMUMY NPUNONKEHUSA, 32 UCKOUEHUEM TOF0, YTO B PEXMME CNYXKObI MO YMOIYaHUIO NCMONb3yeTCA
XpaHuauuLe cepTudmKkaToB KomnbtoTepa ssim:My.

YnpagBiieHMe HAaCTPOMKaMH

Mogaynb ynpaBneHua HacTpoiikamm KAPMA - ncnosiHsemoe NpuiorKeHue ¢ rpadpryeckum nHtepodenicom,
npeAcTaBAAOWUM cOH60M 3KPaHHYI0 GOPMY C HECKONIbKMMM CTPaHMLAMMU-3aK1a4KaMu.

O6LIJ,VIMI/1 Ana BCcex CTpaHUL, HAaCTPOEK ABNAKTCA KHOMKKU COXPAaHEHUA U 3arpy3Kku O6LLI,MX HaCTpPOEK U
HACTpPOEK No/sib30oBaTeNA.



O6Lme HAaCTPOMKM — HAaCTPOMKK, COXpaHsAemble B 06LLEN A1A BCEX NONb30BaTeNeN nanke,

NnCcnoab3yemble B pexXnme CUCTEMHOM Cﬂy>+(6bl M Npun OTCYTCTBUUN HACTPOEK TEKYLLENO NO/Ib30BaTENA. Ona

COXPaHEeHUs U3MEHEHMIN B 0OLMX HAaCTPOMKax HeObXoAMMO MMETb NpaBa aAMUHUCTPATOPA

OﬂepaLI,MOHHOﬁ cncrembl.

HacTpolikv nonb3oBaTena — HaCTPOMKK, COXpaHAEeMble A41A TeKyLero noab3osartens. Mpu oTcyTcTBUM

3TUX HACTPOEK, UCMO/b3YIOTCA 0bLIMe A/1A BCeX No/b30BaTenein HacTponku. [1na BHeceHUa U3sMeHeHUs B

HaCTPOWKM TEeKYLLEro No/b30BaTe s NPaB agMMHUCTPAToOPa He TpebyeTcs.

Ha nepBoii 3aknasake cobpaHbl HACTPOMKK pexnmoBs paboTbl moayna nogaepxkm CK3N:

¢_ﬂ_ Mapamerpel ncnonHaemoro mMogyna KAPMA

Crwcor Touek pacnpoctpadenyA CRL
Hactpoikn npokci

Ofwme napameTpe MpoToKOAMPOBEHKME

MNokaseBaTe 3HaYoK Ha NaHend Windows

HacTpoliki TaiiMayTos coeaMHEHIA

| >

Crvcok ofpafoTiMKoE KOOoE owMGoK
TpaHcnopT

Crncok BMBnMoTer pacluMpeHii

[] WrHopupoBaTte HEMSEECTHRIA CTATYC 0TOSEAHHOCTH CEPTUDMKATE
[ ] MpwHyomTensHan sarpyska CRL npu KaxooM NpoEepke cepTMdMKaTa
He wcnonesoeate Touky pacnpoctpadedna CRL, yKasaHHbie B cepmipukaTax
[ ] MNposepaTe cTaTyc oTshiBa cepMdmiKaTa © nomowko OCSP
FazpewnTe paboTy ¢ CEKPETHEIMMN KIHYAMW B pEXMME Cny*0k

MyTe K BuBnmoTere nposepkn OCSP [nycTan ctpoka - BuBnvoTeka no ymMonuaHm);

| Ofzop...

Mooyne no ymonyaHuio (MycTan cTpoka - capi)

Brirpyxate cepmudkaTts!, nonyyeHHee w3 pix afinos nocne ogHoro MCNone308aH1A

[] 2arpyxat npw sanycke Windows

Appec cepeepa Eos CetMan:

WcnonezoeaTte xpaHunie Merenxepa cepmidukatos Eos CetMan

|http:fr1cucalhu:ust;‘Ens.Cert Man

| JarpysuTe o0WWeE HaCTPORKK

JarpysUTe HACTPOMKIA NONES0BaTENA

E;'Cm:paHHTb & 0fLLME HECTPORKK

CoxpaHiTe B HBCTPOKKM NoNLS0BaTENA

Mokasvieame 3Ha4oK Ha naHeau Windows — napameTp, OTBEYAIOLLMI 32 NOKA3 MKOHKKM Ha NaHenu

Windows Bo Bpems paboTbl Mogyna noagepku CK3N.

UNeHopuposame HeuszsecmHsili cmamyc omo38aHHOCMU cepmugukama — napameTp, BCTynatowmin

CUAly NPy NpoBepKe noanucu. Eciv npy nposepke NoANUCHU eaUHCTBEHHOM OLLIMOKOM NPOBEPKM
cepTMdUKaTa ABAAETCA HEM3BECTHbIM CTAaTyC OTO3BAHHOCTW, TO, €C/IM AAaHHbIN NapameTp BKAOYEH,

OLWMBKM BO3BpaLLAThCA He byaeT u noanuck (n1nbo ceptudumkat) 6yayT npusHaHbl BEPHbIMMU

MpuHydumenoHas 3aepy3ka CRL npu kaxcdoli nposepke cepmugukama — ecav AaHHbI NapameTp

BK/IHOYEH, TO NpH Ka)-KLI,Ol\;I nposepke noannucun nam cemechKaTa CUCTEMA 6yp,eT NblTaTbCA CKa4aTb

obHOBNEHMe crMcKa 0T3biBa cepTudmkaTos (CRL) ¢ TOUKM pacnpocTpaHeHus cnmcka oT3bisos (CDP),



yKa3aHHoW B cepTUdmKaTe (ecim ykasaHa) U C TOYEK PacNpPOCTPaHEHUS, YKa3aHHbIX B HAaCTPOMKax
cucTemMbl BO BKNagKe «Criucok moyek pacnpocmpareHus CRL». B cnydyae, ecam ckayaTb CMUCOK OT3bIBA
He yAaeTcA, BO3BpallaeTca owmnbKa.

MpuHydumenoHas 3aepy3ka CRL npu Kaxcdol nposepke cepmugukama — eCAv AaHHbIA NapameTp
BK/IIOYEH, TO 3arpy3Ka CMMCKOB OT3bIBA M3 TOYEK PACAPOCTPAHEHMA, YKa3aHHbIX B cepTudmKaTe,
npoun3BoauTbCA He byaerT.

BHumaHue! BkntoueHre gaHHOTo napameTpa MOXKET ObITb NONE3HO B 3aKPbITbIX OKA/bHbIX CETAX

Paspewiums pabomy ¢ CeKpemHbIMU KA0YamMu 8 pexcume Crayxbol — BKAOYEHUE AaHHOro napameTpa
paspewnt Kapme B pexxnme cny<bbl UCMONb30BaTb CEKPETHbIE KHOUM 1 OCYLLLECTBAATL UCMOb3YIoLLINE
nx onepauuu, Takne Kak nognucaHue, WnbposaHne u paclundpposbiBaHme.

BHumaHue! [ns paboTbl C CEKPETHLIMM KNHOYAMU B PEXMME CYKObI Mapoab Ha KOHTEMHEP CEKPETHOrO
K/toUa A0/KeH BbITb COXpaHeH cpeacTBaMu KpUnTonpoBsaiaepa UAmn A0MKeH bbiTb NyCcTbim. B
NPOTMBHOM C/ly4ae BO3MOXKEH BO3BPAT C OLUMBKOW UK Aarke 3aBUCAHWUE K/AUEHMCKo20 npoLecca.

lposepsmb cmamyc om3biga cepmugukama ¢ nomouwibto OCSP — ecnv AaHHbIN NapaMeTp BK/OYEH, TO
OKOHuaTesbHaA nposepKa CRL npounssoanTca ¢ nomoubio mexaHnsma OCSP

BHumanume! MNMoapobHyto MHPopMaLMIo NO NoruKe paboTbl CO CNMCKaMM OT3bIBa CedyeT CMOTPETb B
AOKymeHTe «MHbopmaLma No paboTe Co CNMCKaMu OT3bIBa».

Mymo Kk 6ubnuomere nposepku OCSP (nycmas cmpoka — 6ubauomekxa no-ymon4YaHuio) — AaHHbIN
napameTp No3BoAAET yKasaTb cucteme KAPMA apyryto 6ubnmotery gns nposepkm OCSP otseToB. Ecan
Hago6HOCTM B YKa3aHUK Apyro 6MGIMOTEKN HET, CTPOKY CAeAyeT OCTaBUTb MYCTOM.

Bolzpyxames cepmugukamei, nosay4yeHHsle U3 .pfx ¢alinos nocse 00HO20 UCroNb308AHUS - €CNN AAHHbIN
napameTp OTKOYEH, cepTUdMKAT OCTaeTCA B NAMATU NPUNOKEHUS 40 Ero BbIFPY3KM.

Mo0dysb Mo ymoa4YaHuro (nycmas cCmpoKda - capi) — KpUNTO-MOAY/b, 3arpy*KaemMblil CEPBMCOM MO
YMONYaHMIO.

Vcnons3osame xpaHunuuie MeHedxcepa cepmugpukamos Eos.CertMan — napameTp, NO3BOAAIOLLMN
nogKAounTb XpaHuaumwe 30C PKI — cepBuca 1 ocyLecTBaATb NPOBEPKY LienoyYek cepTUduKaTos
cpencTBamm cepBuca.

BTopas 3aK/iafKa COAEPHKUT HACTPOMKM PEXKMMOB NMPOTOKOIMPOBAHMA cepamca noaaepkkm CK3U:



0-]:1- Mapamerpel ncnonHAemoro Mogyna KAPMA

Cnucok Toyek pacnpoctpadenwA CRL

HacTpofikn npokci

HacTpoiiken TalimMmayTos coemHeEHMA

| pod

Cricok oBpafoTuiKoE KOOoE olwMBokK
TpaHcnopT

Cricok GMBnNMoTER paclUMpeHMi

Ofme napameTpel MpoToKonMpoBaHue
Pexum npoTokonuposadna | [onHoe
MraR ®aiina npoTokana: E-\cama log

Ofzop...

JarpysvTe oblWWe HECTPOMKKM

JarpysTe HACTRORK NONES0BaTENA

E;CD.:DEHHTI:- B 00LWKWE HACTPOMKK

| CoxpaHWTe B HACTPOMKK NONLS0EaTENA

Pexcum npomoKoaupo8aHUa — NapameTp, onpeaensaioWwmii PexXMm NpoToKOANPOBaHMUA COBbITUI Mmoayna
noaaepku CK3U. NMpoToKoaMpoBaHMe MOKET bbITb OTKNIOYEHO (3HaYeHKe napameTpa - OMKAYeHo),

MOTYT NPOTOKO/IMPOBATLCA TOMIbKO OLMBKK (3HAYEHM

e napametpa — Tos16K0 oWubKu) nnu Bce cobbITnA

Mmoayna noaaepxku CK3U (3HayeHne napameTpa - llosaHoe)

Uma daitna npoTokona — ums ¢daiina, B KOTOPbIM 3aNUCbiBAaeTCA NPOTOKOA. Mpw LWenyKe NeBO KHOMKOWM
MbILWKW Ha UMeHM dalina OTKPbIBAETCA OKHO BbIOOpA KaTasora u umeHu danna npoTokoa.

TpeTbA 3aKNaKa COAEPHKUT CMUCOK pacLUMPEHNI, NOAKNOYEHHbIX B AaHHbIN MOMEHT K cucTteme KAPMA:



%+ Mapamerpel ncnennaemoro mogyna KAPMA — O et

Crvcor Toyek pacnpoctpadeHia CRL Crucor ofpafo TYMKOE KoOos ownbokr
HacTpofkk npokci HacTpoiki TalfimMayTos coegMHEHMA TpaHcnopT
DBwWKe NapaMeTpel MpoToKoNMPOBaHAE Crmcok GuEnMoTes paclumpeHmi

C:%Program Files {(x86)*EQS"CARMAExtensions EosGraph Sign.dil
C:"Program Files (x86»EQS\CARMA\Edensions Eos TimeStamp Il

Y¥oanute GUENMoOTEKY PACIUMPEHWA I NpfaerTe GUENMOTEKY pacLUMpPEHWA
JarpysvuTe oblMe HACTPOMKK E;‘Cm:paHHTb B 00LWKWE HACTPOMKM
2arpysMTe HACTPOMKK NoNE30B3TENA CoxpaHvTe B HBCTRORKK NONES0BATENA

B BepxHei 4acTM OKOLLKA NOKAa3aH CNMCOK PaCLUMPEHUIA C NOHbIM NyTem K daitny 6MbanoTekm Kaxaoro
13 HUX. KHonku Jobasume 6ubsuomeky pacluupeHus n, COOTBETCTBEHHO, YOanume bubauomeky
pacwupeHue [o6aBASAOT UAW YAANAOT BbiIOPaHHOE pacluMpeHme U3 cnmcKa. Mpu HaxkaTum Ha KHOMKY
Jobasume 6ubsnuomeky pacwupeHus OTKPbIBAETCA AMAN0rOBOE OKHO BblibOpa KaTasnora n umenu dainna
pacwmpeHus.

YeTBepTan 3aKkNagKa COAEPHKMUT CMUCOK AONONHUTE/bHbIX TOYEK PacnpoCTpaHeHMA CIMCKOB OT3bIBa
(CRL):



% Mapamerpel ncnonnaemore mogyna KAPMA — O >

HacTpolikK npokci HacTtpolikin TalirMayToB coeaMHEHWIA TpaHcnopT
Qfwme napameTpel MpoTokonupoBaHWe Crvcok BuBnroTex pacluMpeHi
Crmcok Touek pacnpocTpaHeHua CRL Crvcok ofpaBoTuMKos Kooos owwBok

3neck Bbl MOXETE YKa3aTe AONONHUTENLHLIE TOUKK pacnpocTpadeHnA CRL, k KoTopeim
AyneT ofpawatecA KapMa npW BKNiodeHHoM pexvme "TpuHyoMTeneHaA sarpyska CRL"

¥0anuTe TOYKY M3 CIMCKE [ofaeuTe TOUKY B CIMCOK
JarpysvTe oBWKWE HECTPOMKM E;CDIDEHHTI: B 0GWKE HACTPORKM
2arpysMTe HECTPOMKK NoNE30B3aTENA | CoxpaHWTe B HECTPOMRKW NONLS0ESTENA

B BepxHel YacTn OKOLLKA NOKa3aH CMMCOK A0NOHUTENbHbIX ToYek pacnpocTpaHeHuna CRL ¢ NoaHbIM
nyTem K painy 6ubaMoTekn KarKaoro U3 Hux. KHonku Jobasume moyKy 8 CrUCOK U, COOTBETCTBEHHO,
Y0anums mo4Ky u3 cnucka fo6aBAsaioT UM yAANAIOT BbIBPaHHYH TOUKY PAacnpOCTPaHEHMS U3 CNIUCKA.

Mpw HaxaTnm Ha KHOI'IKy,ﬂO6Cleumb MOYKYy 8 CIMUCOK NoABNAETCA OKHO Bbl60pa BapunaHTOB
pacnonoXeHnAa TOYKU:

BeiGpate mecTo
Beecm LIRL PACMONOKEHWA
thalina

CmaeHa

MpKn HaxkaTMKM Ha KHONKy Beecmu URL OTKpbIBAaETCA OKHO 415 BBOAA a4peca PacnosoxeHUs TOUKM
pacnpocTtpaHeHua CRL (Hanpumep, http:// nau ldap:// agpeca):

Ommessa

Mpw HaXKaTuUKM Ha KHOMKY Bbibpames mecmo pacnosnoxceHus ¢aling oTKPbIBAaeTCs ANAaN0roBoe OKHO
BblbOpa KaTanora u umeHu daina CRL, nimbo, no Bbibopy, okHo BBoga URL pacnonokeHua daiina CRL:



B AaHHOM AManore MOXHO YKa3aTb KaK PacrnoNoXKeHMA B NanKe Ha AaHHOM KOMMbloTepe Anbo Ha
YAaNeHHOM KomnbloTepe, Tak U Ha FTP.

MAaTaa 3aknaakKa COAEPHKUT CNMUCOK 6M6IIMOTEK, cogepKawmnx TeKCToByro MchopN\au,mo Aana
AEMOHCTPAaUNK NO/1b30BaTE/NIKO MO BO3MOXXHbIM BO3BpallaembiM KOgamM OWnBOK cUCTEMbI:

% Mapamerpe ncnonmaemaro mogyna KAPMA — O x

HacTtpoliku npokci HacTtpolikK TaiiMayToB coeaMHeHIE TpaHcnopT
DBwme napameTpel MNpoTokonpoBaHue Crivcok GrBnMoTer paciumpeHiii
Cnuvcok Touek pacnpocTpaderua CRL Crmcok ofpaSoTyikos Konos oumbor

3neck Bl MOXETE YKa3aTe DoNONHHUTENEHEIE GrEnMoTEKM, Cogepxallke TeKCTOBRIE
OMMCEHWA KOOoE oWwWBok

C:\Program Files (x86"EQSWCARMANEdensions Eos Time Stamp dll
C:\Program Files (x86%EQSNCARMANExtensions EosGraph Sign.dil
C:\Program Files (x36EQSNCARMANService \EosOcsp dil

¥10anuTe GUENMOTEKY W3 CIMCKA | NoBaerTe GUENKMOTEKY B CMIMCOK
ZarpysnTe ofLWLME HaCTPORKK E;CDHJEHHTI:- B 0fLWME HECTPORKK
3arpysuTe HACTPOIKI NONE306aTENA CoxpaHWTe B HECTPOMRKW NONB30EATENA

B BepxHel YacT1 OKOLLKA NMOKa3aH CMMCOK PACLUMPEHUI C MOAHBIM NYTEM K Gainy BUBAMOTEKN KarKaoro
13 obpaboTtumkoB. KHonku Jobasums 6ubauomeKy 8 CUCOK U, COOTBETCTBEHHO, YOasnume bubauomeky
U3 crnucka po6aBAAT UKW yaanatoT BbibpaHHbIN 06paboTumK M3 cnncka. Mpu HaXKaTUKM Ha KHONKY
Jobasume bubauomeKy 8 CUCOK OTKPbIBAETCA AMaNOroBOe OKHO Bblbopa KaTanora u umeHu daina
obpaboTunka.

LLlectan 3aknafKa COLEPHKUT HAaCTPOIMKa TalM-ayTOB COeANHEHMIA:



°t+ Mapamerpel ncnonnaemoro mogyna KAPMA — O ot

CAWmKe napamMeTpel [poTokonupoBaHWe Cnucok BUENMoTEK pACLUMPEHMIA
Crvcok Toyer pacnpocTtpaderas CRL Crvcok 0GpaboTiMKOE Ko40s OWwWEoK
HacTpoitki npokew HacTpolikin Talimay ToB coeaMHEHKIA TpaHcnopT

OBWMA TAMaYT CoSMMHEHMA: 00002 mMMnnucexyHn

] Wenonesosats pasHble TaMayTs! ANA pasHb COSOMHEHW
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JarpysuTe oblWWE HECTPORKW E;CmpaHnTb B 00LKME HACTPOMKM

2arpysMTe HECTPOMKK NoNE30B3TENA | CoxpaHWTe B HACTRORKK NONES0EATENA

MapameTp NO3BONAET YyCTAaHOBUTb O6LI.I,MI71 TaﬁmayT BCex COE,D,MHGHMVI W HAaCTPOUTb OTAENBHO ONA
Pa3HbIX COGAMHEHMVI.

CefibMas 3aKNaZKa COAEPKUT HACTPOMKM NMPOKCU:



% Mapamerpel ncnonnaemore mogyna KAPMA — O *

DBWwmKe napameTpel [NpoToKonUMpoBaHKE

Crnvcok Toyek pacnpocTpaderua CRL
HacTtpolikm npokci

Cricok GMBnNMoTER paclUMpeHMi

Crvcor o8pafoTyMKoE KOgos ownBok
HacTpolikK TaiiMayToB coeaMHEHIE TpaHcnopT

[] Wenone=oeats npokew

JarpysvTe oblWWe HECTPOMKKM E;CD.:DEHHTI:- B 00LWKWE HACTPOMKK

2arpysuTe HACTPOIKK NoNE30B3TENA | CoxpaHWTe B HACTPOMKK NONLS0EaTENA

B cnyuae HEO6XO,£I,MMOCTM NOAKNKOYEHNA Yepe3 NPOKCU-CePBEP, MOXKHO YKa3aTb NapaMeTpbl

noakatoyeHuaA. BknoyeHne napameTtpa Ucnonszosame MPOKCU — AenaeT akTUBHbIM OCTa/JIbHble NONA
OKHa.

Bocbmas 3aK/i1a4Ka COAEPKUT HACTPOMKK coeguHeHus ¢ ceparucom KAPMA:



0-]:1- Mapamerpel ncnonHAemoro Mogyna KAPMA

Cnucok Toyek pacnpoctpadenwA CRL

DEwme napameTpel MpoTokonpoBaHwe

HacTtpolikn npokci

Brniowae HTTP
MopT: 8080

-
-

] BrniouiTs Nposepky NoAMMHHOCTH

Mra nonesosatens:

Maponk:

BreniounTe MMEHOBEHHEIA KaHan

HacTpolikK TaiiMayToB coeaMHEHIE

[] Wcnonssosats wndposaque Tpaduka (HTTPS)

| pod

Cricok oBpafoTuiKoE KOOoE olwMBokK

Crvcor GMBnMoTer pacWMpeHii
TpaHcnopT

CepmapiakaTt TLS

MmA kaHana:

JarpysvTe oblWWe HECTPOMKKM

JarpysTe HACTRORK NONES0BaTENA

E;CD.:DEHHTI:- B 00LWKWE HACTPOMKK

| CoxpaHWTe B HACTPOMKK NONLS0EaTENA I

Mo yMmoYaHUIO BKIOYEHbI 06a TPAHCMOPTHBIX NpoToKona: HTTP u MMeHoBaHHbIe KaHanbl (no

YMO/IYaHWNIO UMA KaHana: «carma»). Mma kanana(nycras

HTTP — paHHble napameTpbl NO3BOAAIOT BblAENNTb KaHasibl Nepesadn AaHHbIX 419 KOHKPeTHOro
Nnosib30BaTeNsl HA KOMMblOTEpE. ITO MOKET ObITb NONE3HbIM NPU PaboTe ¢ TEPMUHANbHBIMU CTaHLMUSAMM.
Mo ymonuaHMIo apec cepBmca B CTPOKE MHULIMANM3ALMN MOKET BbITb YKa3aH cneayowmm obpasom:

SERVER="http://localhost:8080";
SERVER="pipe://localhost/carma”;

CTPOKa — MMA MO-YMO/YaHMIO), a TaKKe nopT

Mpn HEOBXOAMMOCTN MOXKHO HAaCTPOWTL AOCTYN K CEPBMCY NO Nape AorMH\naposnb.

OnuMOoHaNbHO, AOCTYNEH pexum WwndposaHma http TpadurKka mexkay cepBUCOM KapMbl U KMEHTAMM
(HTTPS). Ceptndukat wndbposaHMA KaHana No YMOIYaHMIO 3aperMcTpupoBaH Ha xocT localhost. Ons
KOppeKTHoM paboTbl B 6paysepax B https okpyReHUn HeobxoaMMO yCTaHOBUTL cepTudmKaTt TLS B

AOBeEPEHHOE XPaHUINLLE KOMNbIOTEPA.




n  Ceptudukar et

OfwWe  Cocras MyTh CEPTHOMKALIM

E CeeaeHHA o cepThdHKaTe

3ToT cepTwMKaAT NpeqHasHaAYaAETCA ONA:

* Bre NONUTHKK BblAE4M
* Bre NONUTHKK NPUMEHEHMA

KoMy BeIOaH: Carma localhost 551 Certificate

KeMm BeifjaH: Carma localhost 551 Certificate

Oeicrenrenen ¢ 31,10, 2019 mo 31. 10. 2020

YeTaHoBUTE CEFITHdJHKET. .. 3aAENEHUE NOCT ABLLMKE

[ns nepesbinycka cepTudmMKaTa MO0 N3MEHEHUA XOCTa HEOBXOAMMO BOCMO/1b30BATLCA YTUIUTOM
certtool.exe 13 komnniekta nocraskn KAPMA (<[unpektopus ycraHosku>\Service\certtool.exe):

certtool.exe -p --bits 4096 --outfile server.pem

certtool.exe --generate-self-signed --load-privkey server.pem --outfile server.cer -template
cert.cfg
Copepxunmoe cert.cfg npeacraBneHo HUKe:

organization = "Electronic Office Systems (EOS)"

locality = "Moscow"

state = Moscow

country = RU

# common name
cn = "Carma internal server SSL Certificate"

serial = 1
expiration_days = 3650

# subjectAltNames
dns_name = localhost
MonyuyeHHble paibl Heobxoanmo KonmposaTb B %PROGRAMDATA%\CARMA



TaKxe, BCce HacTPOMKM AOCTYMHbI Ha http cTpaHuue settings (no ymonyaHuio
http://localhost:8080/settings):

) Hactpoixu x 4+

= C 1t @ localhost:8080/settings

OBwme

[NokaseIEaTE 3HaY0K Ha naHenw Windows Ld
MIrHopypoEaTE HEMZERCTHEIA CTATYC OTOSEaHHOCTH 7
CEpTMGMKETE

MpwnyauTensHan sarpyska CRL npw kaxaoid nposeprs
cepTudrKaTa

He wononesosate ToUkK pacnpocTpaHedma CRL
YKA3SHHEIE B CepTUdMKaTax

MpoEepaTs CTATYC OT3HIEA CEPTMHUKATE C MOMOLLBHD
OCsP

PazpewwTe paboTy © CEKPETHBIMM KAHYEMK B PEXMME 7
caysbel

PaspewmnTe yaaneqHyo paboTy © CEKPETHRIMMN KAKYaMMA

MyTe k BuBanoTeke npoeepky OCSP (nycran cTpoka -
BvBAMoTEKE NO YMONYEHWID)

Brirpy=ate cepTudukatel, Noay4eHHble u3 .pfx dalince
Nocne 0gHOro MCNoNE30EaHMA

Maogyns no ymondaHuio (MycTas cTpoka - capi)

Azsik Pyccrmi
Mpotokonuposanne

Pexcim npoToKonMpoBaHMsa NonHoe
Mma daiina npotokona E-\carma.log
TpaHcnopT

Brarounte HTTE |#|

| CDXPEHHTI: | | BoccTtanoeuTe HElCTpEIﬁKI-‘I no YMOoNYaHKuK |

BusyasibHast 060/104ka KAPMA
CTpyKTypa MeHto BU3yasibHOM 060104k KAPMA:


http://localhost:8080/settings

m.v » Komnbtotep » JlokaneHbit guck (D) » DEMO

Ynopagounts v

|| Otkpems ¥

Hosas nanka

X Vs6panoe Wms [ata usmeneHns Tun Pasmep
& 3arpyskn || DEMO.txt 2512.201213:37 TexcToBbIi AOKYM... 1KB
| Hepasrue mecta | |.DEM™ = = “AG" 6 KB |

B Pabounii cron

4 Bbubnuorekn
B Bugeo
E] JokymenTol
|| VzoBpaxenua
& Mysbika
Lo Komnstotep
£ NokaneHein gnek (C:)

u Nokanshbiii guck (D:)

¢§ Cetb

Orkpbite

Moanucats daiin
Mognucats aiin n oTNpasnTs no e-mail

3awndposats daiin

Y &

bp no e-mail

daiinn

MposepuTe Nognuce

Pacuumdposate daiin
KAPMA

Scan for Viruses...

o6asnTb B apXME...

JobaswTs 8 apxue "DEMO.tt.rar"

No6asnTb B apXMB 1 OTAPABWTL NO e-mail...

Jo6asuts & apxus "DEMO.bet.rar” n otnpasuTe no e-mail
BoccTaHoBNTb NPEXHIOK BEPCUIO

Otnpasute

Mouck: DEMO

Ao6asuts UMM k cyuiecTeyrowei
3asepuTb BbIGpatHyro LM

Mognuncats 1 sawmdposats pain
Mognucatsm sawmdposate Gaiin u oTNpasuTs No e-mail

Paclundposate U NpoBepuTs NOANMCH

HacTpoiiku npunoxerns

Yaanute npoduns

Boipesate

Konuposate

Co3aats apnbik
Yaanute

MepenmeHosats

Ceoiictsa

Mpu NnepBom BbI30BE KOHTEKCTHOrO MeHi0 KAPMA focTyneH ToNbKo pasgen «HacTtponkmy.

MOMMMO MYHKTOB, BbI3bIBaOLMX MacTepa BbIBpaHHbIX ONepaumnin B KOHTEKCTHOM MEHI0 NPUCYTCTBYIOT
TaKKe MyHKTbl, NO3BO/IAOLLME OCYLLECTBUTL BbIOPAHHYIO OMEPALMIO M OTNPABUTL ee PesyabTaT Nno
3/1eKTPOHHOW noyTe.

Hacmpouku

Bkiagka «06s3aTe/IbHbIE»

[ns Toro, 4To6bI CTaNM JOCTYNHbI APYyTrUe pasaesibl KOHTEKCTHOTO MEHo, He0HX0AMMO 3aMoIHUTb
HaCTPOMKK, HaxoaAWwMeca Ha BKNagKe «0b6a3amesbHbie» (YKa3aTb KaTanor XxpaHeHus npodunei
onepaumii, a Tak:Ke BbIbpaTb agpeca XpaHUAULL, CEPTUPUKATOB ANA PA3NUYHBIX ONepaLmit):



7 A

[ Ltamn spemerm n OCSP | Pexum yaanexHoit nposepky nognmceit
OBazatensHbie l 06 bekTol MNOAASPXKW KpUNTOrpadun
HacTpoitku npunoxexns

[MyTb K Nanke XpaHeHna Npogunei:

C:\KAPMA MPOSPUNMA [ O6sop.. J

MecTo coxpaHeHua pesynsTaTos: [Pgmm C MCXOAHBIM PEItNoM v]

BeiBop npoguneit no-ymonyaHnio

Moanucaxue [Hoabui npodunL

WnpposaHue [Hoaun npodunb

PacwudposbiBatne [HOBblﬁ npodunL

HacTpoiika aapecos XpaHunuiy CepTUPMKATOB

Omvena [oToBO

Ecnu yKasaTb MeCTO XpaHeHMA pe3ybTaToB «PAOOM ¢ UCXOOHbIM halinom», KaK 3TO CAEeNaHO Ha
npeacTaBNeHHOM Bblle CKPUMHLLOTE, TO NPW BbINONHEHMM KaXKA0W U3 onepaumii cuctema He byaet
CMpaLWMnBaTh NYTb K KaTasory, B KOTOPOM HEOOXOAMMO COXPAHUTL PE3Y/IbTAT ONepaLmm (3IeKTPOHHYIO
noAanuch, 3aWwndpoBaHHbIA KOHTelHep, paclmMdpoBaHHbIi dalin 1 T.1.), a byaeT coXxpaHATb B TOM XKe
KaTasiore, YTo M UCxoaHbI dain. Ecnum ke BbibpaH NyHKT «Hacmpausaemcs 018 Kax 0020 npoguasn», To
Npuv BbINOJHEHUN KaXKaoM onepaunm byaeT HeobxoAMMO yKasaTb NyTb K 4aHHOMY KaTasory, U OH
MOKeT ObITb COXpaHeH B 3TOM npodue.

Ha 3Tol »Ke cTpaHMLe HAaCTPOEK yKasbiBaloTcA NPOdMAN NO-YMONYAHMIO A4/1A OCHOBHbIX onepauunin —
nognucanus, WndpoBaHUa 1 pacwmndposbiBaHMA. Ecaim BbIOpaH Npoduab NO-yMoNYaHMIO, MMEHHO OH
OyAeT 3arpy»KeH Npu 3amnycke COOTBETCTBYHOLLErO MacTepa.

[lnsa HacTpoKM agpecoB XpaHUAMLL, cepTudUKaToB HEOBXOAMMO HaXKaTb Ha KHONKY Hacmpolika
adpecos XpaHuauw, cepmugukamos, Nocae Yero NoABUTCA CeAYIOLLEE OKHO:



{ Y
HacTpoiika pacnonoxes s XpaHaauly CEpTUgMKaToE l l M

MonbsoBaTensckue cepdmKaTs! | Ompasureni LM I MonyyaTeny 3aWmMPpPOBaHHLX Gainos |

Crncok XpaHunuLL C COAEPXAELUMMICA B HIX CEPTUDUKATaMK:

@»»sscu:My O6HoBUTL

- sscu: TrustedPeople

[ Ypanum xparunuwe [ [o6aBuTe XpaHunuwe ]

[ OmveHnTs caenaHHbie MSMEHeHNS

MacTep HaCTPOMKM PacnoNOMKeHUs XpaHUANLL, cepTUGUKATOB COAEPHKUT Tpu 3Tana: [Tlosnb308amenbcKue
cepmugpuxkamel (cepTuduKaTbl U3 AAaHHbIX XPaHWUULL BYAYT U3BIEKATLCA 4/1a onepalymii noanucaHus,
WwndposaHna 1 pacwmndposbiBaHUA Nosb3osaTenem), Omnpasumenu 311 (cepTudurKaTbl U3 AaHHbIX
XpaHWANULL U3BNEKAIOTCA NPU NPOBEPKe NOANUCH, B CAydYae, ecan cepTUPUKAT He CoOaepHUTCA B caMoi
noanucu) n Moayyamenu 3aWugposaHHO20 KoHmeliHepa (cepTUdUKaTbI U3 JaHHbIX XPaHUAULL,
M3BJIEKAlOTCA NPU YKa3aHUM CNMCKa noaydaTtenen sawndposaHHoro daina).

BHumaHue! Ecnn Bbl He 3HaeTe, 419 Yero Bam Hy»KHa HACTPOIMKa XpaHUAML, cepTuduKaTos, N1Mbo He
yKenaete HaCTPaMBaTb MX ceilyac, OCTaTOUYHO NPOCTO HAaXKMMATb KHOMKY Jlasiee u 3aTem KHOMRY Momoso.
ByAyT yCTaHOB/EHbI XpPaHMAWLLA MO YMOIYAHWNIO, @ UMEHHO — Balle JINYHOE XpaHUANLLE CEPTUPUKATOB.

B cnucKe xpaHWAMLL NOKa3aHbl agpeca XpaHWauL, cepTUdMKaToB, BbIOPaHHbIX B AaHHbIN MOMEHT ANs
MCMO/Ib30BaHMA B COOTBETCTBYIOLLEN OMEpPaLLnm, a TaKKe cepTUPUKaTbl, CoAepKaLnecs B LaHHbIX
XPaHUANLWAX:



Hactpoiixa pacnosnoxess XpaHnauLL ce Vuxa"roa* M

Monb3oBaTensCKIE CEPTUBNKATE! LOmpanrem 3un I lMonyyateny sawMdpoBaHHLIX Painos l

CrmMcoK XpaHunuLL C COAEPXALUMMUCA B HVX CEPTUDMKETEMM:

B"- My OBHoBuTS
- 40CE4D3A66458FBA4F682D0BF6BDEQ3Edevea2003 [_—_]
+- 3B3CC085000000000248devca2003

+- 3B7298B300000000024Cdevca2003

+- 610384B2000000000208devca2003

+- 3B7051E000000000024Bdevca2003

+- 1710A433000000000217devca2003

38 01CDASF52316A6B0000005C809B20002npocnexT llermnia a2, RU, Tyna. Tynsckan
+- 16A663450000000002 16devca2003

- ADCB552A000000000212devca2003

+- 3B6C9A4600000000024Adevca2003

+- 3B550058000000000249devca2003

+- 3B398F8100000000024 7devca2003

+- 69F4BOE60000000002 1Cdevca2003

o OO0 o O OO e OO e OO g OO O OO OO e OO g OO O

< | 1

1 YaanuTe xpaHunuwe ]

[ OTMeHUTL caenaHHbie M3MEHEHNA ]

KpacHbiM OTMeYeHbl HeAeNCTBUTEIbHbIE HAa AaHHbIN MOMEHT cepTudMKaThl. Mpn HaBeAeHUN yKasaTenn
MbILIW HA JAHHbIA cepTUUKAT NMOKa3bIBAETCA NPUYMHA NMPU3HAHWA cePTUdMKATA HEBEPHBIM.

HUpPHbIM WpPNPTOM OTMeYatoTca cepTUdUKaTbl, 417 KOTOPbIX HAWAEH CBA3AHHbIA C HUMM 3aKPbITbIN
KJ1t0M.

Bbl moxeTe 06HOBUTL coaepxXmmoe Crnncka Ha*Xatnem KHOMKU «06HOBUMb Y.

Ona pobaBneHusa XxpaHUIMLLA CePTUOUKATOB B KOMIEKLMIO XPAHWIIULL C/IeAYeT HayKaTb KHOMKY
Jlobasume xpaHunuuwe, B pesyibTaTe Yero Bbl yBUAUTE C/eAyIOLLEE OKHO:



[ ————

Bb|6epme PacnonoXeHWe XpaHUnuLLa CepTUPUKaTOB: [yuemaa 3anncCb Nonb3oBaTens ']

| ‘ | Wexkams xpanmnna l

Crmcok A0CTYMHBLIX XPEHUAWLL MO ABHHOMY 3APECY:
... Root

. Trust

. UserDS

- TrustedPublisher
... Disallowed

.. AuthRoot

- TrustedPeople

- ACRS

- addressbook

- REQUEST

- SmartCardRoot

MonHbiit agpec BbIGPaHHOr0 B A3HHBIM MOMEHT XPaHUNNLLE:

sscu:My

Ommena

Cuctema no3BosifeT f06aBUTb B KOJIJIEKLMIO OAHO U3 XPAHWJIULL, YY4ETHOM 3anMcu mekyuje2o
nose308amerns, Komnsiomepa (B CTPOKe aapeca HeobxoaMMO yKasaTb NONHOE UMS KOMNMbIOTEPA B BUAE
\\computer_name), cucmemroli caycbsi (B cTpOKe agpeca Heo6X0AMMO YKa3aTb MOAHOE UMSA CNYK6bl B
sBuae \\computer_name\service_name), a Takxe ydanerHHoe xparunuwe (http:// wan ldap://; 8 ctpoke
agapeca Heobxo4MMO YKa3aTb NOJHbIV MYTb K XPaHWAULLY CEpTUPUKATOB).

Bkiaaka «06'beKThlI NOALEPKKU Kpuntorpaduu»

litamn pemenu u OCSP Pexum ynaneHHoit Nposepku noanuceit
O6asarencHbie | OB beKTsI NOAAEPKKM KPUNTOrPadum

HacTpoitky 06bEKTOB KpUNTOrpaduyeckoro KoMnnekca

[MyTs K MCcnonHAEMOMY Baiiny KPUNTOrpahuyecKoro Cepenca:

C:\Program Files\EQOS\CARMA\Service\EosCryptoSvc3.¢ [ 0O630p...

Pexum npoToKonMpoBaHUA [ﬂomoe

lﬂfﬂ_ﬂ ®aiina NpoToKONa KOMMOHeHTa paboTbl C KpUNTOrpadueii:
D:\123log ( O630p...

Wma daiina npotokona KomnoxerTa PKI:
D:\456Jog [ O6sop...

[ Brniownms cTpoky NpousBonbHBIX NAPaMETPOB MHULIMANN3ALIN
CTpoKa MHULMann3awmm:

|




Mpw yKasaHMuM NyTK K ncnonHaemomy danny kpmuntorpaduyeckoro cepsumca (EosCryptoSve3.exe) cepsuc
6yaeT aBToMaTUYECKM 3anycKaTbea npu obpalueHnn K dyHKumMam KAPMA.

Ha 3ToM »Ke BK/1aAKe HacTpamBaeTca NPOTOKO/IMPOBAHME B 06bEKTAX NOAAEPKKM KpunTorpadum
(npoToKoMpoBaHue KpunTorpadMyeckoro cepeBmnca HacTPamMBaeTCs B €ro COBCTBEHHbIX HAaCTPOMKaX).

MapameTp «BKao4Yumes CMpoKy Npou3680sbHbIX NAPAMeMpPos8 UHUYUAAU3AUUU» aKTUBUPYET nose
«CmpoKa uHUYUanu3ayuu». B aTo none Bbl MOXeTe BPyYHYO BBECTU NAapameTpbl, NepesaBaemble npu
WMHULMAM3ALMN B OOBEKTbI NOAAEPKKMN KpUnTOorpadumn. 3To MoxKeT noTpeboBaTbCa, Hanpumep, gNs
nepegayn NapameTpoB PacIMPEHUAM, MOLKNHOYEHHbIM K KpunTorpadpuyeckomy cepsucy.

Bxkiaaka «llItamn Bpemenu u OCSP»

s B
Hacrpoiixe &

\ OBasatencHbie [ 06 bekTbl NoAASPXKK KpUNTOrpagpum
Wramn spemern n OCSP | PexvM yaaneHHoi NposepKin noanucest

HacTpoiiku cepsepa WTaMnos BpemMeHn

Brumanue! [aHHas HacTpoiika ByaeT AeiCTBOBaTL TONBKO NMpU NOAKMHYEeHN
K MCMONHAEMOMY MOZYNI0 PaciuMpeHna AnA paboTsl C cepeepaMu WTaMnos
BpemeHm!

Agpec cepsepa WTaMnos BpeMeHn

HacTpoitku cepsepa OCSP

Brumanme! PekomeHayeTca Mcnonb308aTh 3Ty HACTPOIMKY TONBKO ANA PEXMMaE
otnaaxu! [na pabotel cneayeT ucrionssoBats agpec cepeepa OCSP,
yKa3aHHbli B cepTupukaTe!

("] BxniounTs ucnonb3soBaHWe NnpoussonsbHoro cepsepa OCSP
Anpec cepsepa OCSP

Ommena { loToBO

—

B cnyyae, ecnv yKasaH Adpec cepsepa wmammnos spemeHu, N NOAKAOYEHO COOTBETCTBYOLEE
pacwmpeHne KAPMA, To npu nognucaHumn byaet nponcxoamtb obpalleHme no gaHHOMY agpecy aaa
OOMNOJIHEHUSA 3IEKTPOHHOM NoANUCK LWTamnom (MeTKoM) BpeMeHM NoANMUCcaHuA, B3ATOM C YKa3aHHOTo
O0BEPEHHOrO cepBepa (cepBepa LWTaMMNOB BPEMEHM).

Kpome TOro, Ha 3ToI BKNaAe BOSMOKHO BK/IKOUYMTb C MOMOLLbIO NapameTpa «BKaoyums Ucnosns308aHue
npou3sonbHoz20 cepsepa OCSP» 1 BBECTU B COOTBETCTBYIOLLLEE MOJIE MPOU3BO/IbHBIN aApec cepBepa
OCSP. Ecnu agpec BBeZEeH, OH byaeT Mcnonb30BaH BHE 3aBMCMMOCTM OT TOTO, KaKol afpec cepeepa
OCSP ykasaH B npoBepsieMoM cepTuduKare.

BHumaHue! He pekomeHAayeTca NCnosib3oBaTb ,D,aHHbIVI napameTp onAa u,eneﬁ, OT/INYHbIX OT
TECTUPOBAHUA pa6OTbI CncrTembl.




Bxkiaaka «Pe)xuM ya/IEHHOM NPOBEPKH NMOANUCEN»

I IR
Hacrpoixw @

[ OBasarencHole l OB beKTbl NOAAEPXKKK KPUNTOrpadum l
[ Wtamn spemenn u OCSP 1‘ Pexum yaaneHHoN NpoBepKy Noanmceit

HacTpoiiku pexuma yaaneHHoi NpoBepKy Noanuceit
[7] BxniounTs pexim yaaneHHoi NpoBEpKI NoanMCest

Anpec cepeepa yaaneHHoi NpoBepKu NoANUCEeN:

Omvena [oToBO

4 — .

Pexunm yaanéHHo NnpoBepkun nognuceit no3sonsaet nposepATb 3l Nonb30BaTeENAM, KOMMbIOTEPSI
KOTOPbIX HE OCHALLEHbI HEOOXOANMbBIMU KPUNTOrPapUUIECKUMM cpeacTBamm (OTCYTCTBYET
KpunTtonposaraep). Onsa Toro, 4Tobbl NPOBEPUTL NOAMUCH YAANEHHO, HEODXOAMMO BKIOUYNUTD PEKMM
yAanEéHHOW NPOBEPKU NoANNCEN U yKas3aTb afpec cepsepa yaanéHHoM nposepku noanucu (IP-agpec
WK ceTeBOE MMA KOMNbIOTEPa). B KauecTse cepsepa yaanEHHON NPOBEPKU MOXKET BbICTYNaTb Nt0bow
OOCTYMNHbIM B CETU KOMMbIOTEP, OCHALLEHHBIN HEOBX0ANMMBIMU KpUNTOrpaduyeckMmm cpencTsamm u
cuctemoit KAPMA. Ha cepBepe yaanéHHOM NpoBepKu gomkeH bbiTb 3anyweH cepsnc KAPMA.

Perxknm HacTpoitkn KAPMA moxKeT bbiTb BbI3BaH B 1toboe Bpemsa BbIGOPOM COOTBETCTBYHOLLENO pasaena
MeHto. Kpome Toro, HaCTpOMKM KOHTEKCTHOTO MEHIO MOKHO BbI3blBaTb B /11060 MOMEHT KaK Yyepe3
HernocpeACcTBEHHO KOHTEKCTHOE MEHIO, TaK U Yyepes ApAblK B MeHIo «lyck»->«lporpammbin->«KAPMA».

lpocghunu
Mpodunb npeactaBnset cobon HABOP XPaHMMbIX AAHHbIX, ONPEAENAOWNX PEXUM PAbOTbl GYHKLUK
KpunTorpaduyeckoro cepsuca.

Mpoduab XpaHWUT HAaCTPOWKKN ANA Kaxkaon onepauun (ansa cosganus M, wndposaHus,
pacwudpoBbiBaHMA). HenocpeacTBEHHO BBeAEHME AaHHbIX HAaCTPOEK OCYLLECTBAAIOTCA B pasgene,
COOTBETCTBYIOLLLEM HacTpansaemon onepauunn. Mo OKOHYaAHUN Kaxa0on onepauuun, eciv oHa He bbina
3anyLeHa C y»Ke co3gaHHbIM Npodunem, Bam byaeT NpeanoKeHo COXPaHUTb UCNOJIb30BaHHbIe
HACTPOMKM, YTOObI HE MPUXOLMUIOCH UX BBOAUTL NPU KaxKAoN Nnogo6HOM onepaumu.

B BepxHel YacTn OKHa Ka4oro U3 MacTepoB BCeraa pacnonaraerca Cnmcok npodpunei, 4tobbl B
npouecce paboTbl MOXHO 6bIN0 HbICTPO BbIGPaTb HEOBXOAUMBIV NpodUb.



Macmepa onepayuu
MacTep npeactasaseT coboii npunoxeHue (0OCHaCTKy), Noay4yatollee oT NoAb30BaTeNs HE0HX0AUMYIO
MHPopMaumIo anA 3anycka pyHKUMM KpmunTorpadmnyeckoro cepeuca.

Macrep co3pganus Ill.

MaCTep BbIMOJIHAET CAeAyrolyo NnocnenoBaTe/ibHOCTb AeﬁCTBMﬁZ

1. Bbibop cepTMdMKaTa N0Nb30BATENSA U3 JOCTYMHBIX B M0/1b30BATE/IbCKOM XPaHWUIMLLE
CepTMOUKATOB, NYTb K KOTOPOMY MOYKHO M3MEHUTb B HACTPOMKaX CUCTEMbI. M3MEHUTb XpaHUAULLE
MOKHO M3 HACTPOEK CUCTEMBI, KOTOPbIE MOYKHO 3aMyCTUTb C KaXKA0M CTPaHULbl MacTepa, HaxKaB KHOMKY
Hacmpoliku:

g >
Mac*rep CC3A3HKNA BJ!EKTPOHHOFI I'IOAI'Mc- &

l BeiBop cepemkata nonssosatens | Boibop mna v popmatanogmmen | BoiBop umenm daiina nogmen |

Wma BbIBpaHHOro NPo®MnA ANA BEINONHEHWA ABHHON ONEpPaLYM: [HOBbM npodunL vJ

CrncoK AOCTYMHBIX CEPTUGHKATOB B A3HHOM XPaHUNMLLE:
=) sscu:My O J
[+- 40CE4D3A66458FBA4F682D0BF6BDED3Edevca2003
[+~ 3B3CC085000000000248devca2003

[+- 3B7298B300000000024Cdevca2003

[+- 610384B2000000000208devca2003

[+- 3B7051E000000000024Bdevca2003

[+- 1710A433000000000217devca2003
\

e

m
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(+- 16A66345000000000216devca2003 ‘
(- 4DCB552A000000000212devca2003

[+- 3B6C9A4600000000024Adevca2003
(- 38550058000000000249devca2003 3

\
(- 3B398F81000000000247devca2003
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WaeHmeukaTop BoiGpaHHOr0 CEpTURMKATa:

KpacHbIM oTMeYeHbl HeAeACTBUTEbHbIE Ha AaHHbI MOMEHT cepTudurKaTbl. [pu HaBeaeHUU
yKa3aTensa MbIlW Ha AaHHbIM cepTUdUKAT NOKa3blBaeTCA NPUYMHA NPU3HAHWA cepTudMKaTa
HeBepPHbIM.

HUPHbIM WPUPTOM OTMEYatoTCA cepTUPMKaTbI, A1A KOTOPbIX HAMAEH CBA3AHHbIN C HUMUK
3aKpPbITbIM KAlOu.

Bbl moxkeTe 06HOBUTL coaepxmmoe Cnncka HaxXatnem KHOMKU «ObHOBUMb Y.

2. Bbibop TMNa noanucu (NpucoeguHeHHas UM oTcoeamHeHHasn), Bbibop popmata
noay4yeHua (HanmMume MAnM oTcyTcTBMe Base64 KoANPOBKM):



‘Mactep co3aaHua :-meacrpouuoﬁ CANMCK

BeiBop cepmdmkaTta nonb3o8aTens | BeiGop Tvna v popmata noanmcy

Vima BbIGpaHHOr0 NPOPUAA ANA BbINONHEHWA AaHHO onepaLym: [Hoawl npoPunL

[7] MenonssosaTs nprcoe mHeHHYI0 LMPPOBYIO NOAMCh

[Mpy1 Ucronb30BaHWM NPUCOE AMHEHHON MOANMCY COAEPXKUMOE NOAMCHIBAEMOr0 $aiina ByaeT COXpaHEHO BHYTPM
KOHTEHEPa 3neKTpoHHOI noarei. Mpn 3ToM CBASE C MCX0AHBIM NOANMCHIBAEMbIM Daiinom ByaeT noTepaHa.

CoxpaHuTs 3NeKTPOoHHYIO0 LPPOBYIo noanuce B popmate Base 64

IMpw ucronb30BaHWM COXPEHEHUA 3NEKTPOHHOI Noanucy B popmate Base 64 nonyyeHHbi daitn noamucn GyaeT
COXpaHeH B 3aK0AMPOBaHHOM BIUAE, YTO 06NeryaeT AanbHEWYo NEPECHINKY NOANMCH, K NPUMEpY, Mo
3NEKTPOHHOI NoyTe.

3.

Vims BbIGpaHHOro NpoPUnA ANA BbINONHEHUA A3HHOW ONepaLym: [Hoa:d npodunb

Pacwwpetve ®aiinag 3nekTpoHHOM noanuey: .sigI

Wms daiina ans coxpaHeHna aneKTPOHHON NoanmMey (N0-YMONYaHMIO - MMA MCXOAHOro daiina ¢ aobasneHnem
Bbl6pPaHHOr0 PacIMPEHns):

DEMO ¢ sig ( BoiGpats |

Manka ana coxpaHeHna Nony4yeHHO 3NeKTPOHHOM NOANMCH:
LU _ Ofson. |

KoMMeHTapuit K 3neKTPoHHOIA Moanmeu:

Mpw co3gaHum npucoeamHeHHol (attached) 3N uma ncxogHoro ¢aiina coxpaHaeTca B nose
«naeHTMdMKaTop pecypca» Ansa AasbHENLEero Ucnob3oBaHMA B NPOLLECCE U3BAEYEHMA UCXOLHOTO
¢daitna u3 nognucwm.



Ecnu B HacTpoliKax BbibpaH npoduab Ana noannucaHmna no yMmoa4aHuio, To pabota mactepa HauMHaeTca ¢
n.3.

Ecnu B HacTpolKax yKazaHO MecTonosioxKeHue daiina pesynbtatoB PAOOM € UCXOOHbIM ¢halinom, To
BbIOMpPaATb KaTasor 418 COXpaHeHUs UToroBoro ¢anna He TpebyeTca.

Macrep ao6assieHus Il K cymecTByouieun.

an ,ﬂ,06aBﬂ6HVIM noanncu K OTCOGAMHeHHOﬁ noanncun, mactep npeaBapuTesibHO NpPegnoxxunT Bbl6paTb
dalin, Ansa KOToporo cosaaHa UcxoaHas noanuce. flobasneHne noanucK B HeAeCTBUTEIbHYIO NOAMNMCH
3anpelleHo. B nocneayowmx aeicTBUsaX AaHHbIN MacTep NOJIHOCTbIO MOBTOPAET MacTep NoAnUCcaHus.
Mpodunun ana naHHOM onepaLnm TaKKe UCMONb3YIOTCA T }Ke, YTO U A4 onepaunmn noannucaHus.
PasHmu,a B NoBeAEHNN 3aKNIKOYAETCA B TOM, YTO B JaHHOM MacCTepe HeT Bbl60pa cbopmaTa COXpaHeHUA
noannucu, a Takxxe nmeHu d)aﬁna M Nankn ana CoxpaHeHwuA nonyquHoﬁ noAnNnUCH, Tak Kak ,u,o6aBneHV|e
NoAnNMUCU MAET B Y)KE CYLLLECTBYIOLNIA KOHTENHEP:

y-- S 9
Beifop cepmdmkaTa nonb3osaTens \ I BuiGop Tvna 1 popmaTa nogmcy | BeiBop uMeHy daiina nommck |

Wma BblspaHHOFO NPOPMANA ANA BbINONHEHWA A3HHOA ONepaLm: [HOBbIﬁ npodunb A ]

[Mpy1 Mcnonb308aHUM NPUCOEAMHEHHOI MOANMCH COAEPXUMOE MOATUCHIBAEMOro Paiina ByaeT COXPaHEHO BHYTPM
KOHTEHEepa 3NeKTpoHHOI noarmey. [pu 3ToM CBASb C MCX0AHBIM NOANMCHIBAEMBIM $aANoM GyAeT NOTEPAHE.

[Mp1 Mcnonb30BaHMM COXPaHEHWA 3NEKTPOHHOIA NoAnucy B popmaTe Base 64 nonyueHHbi daiin nognvcy GyaeT
COXpaHeH B 33KOMMPOBaHHOM BUAE, YTO 0BNeryaeT AanbHEMWYIo NEPECHINKY NOANMCH, K NPUMEPY, Mo
3NEeKTPOHHOM NoyTe.




, .

BeiBop cepmdmkaTa nonb3oBaTens ‘ BeiBop Tuna 1 opmata noanvcu ’ BuiBop umeHm daiina noarmcu ‘

Wms BuIBpaHHOro Npohuna AnA BLINONHEHWA ASHHON ONepaLmm: [nosbﬂ npodunb

Pacwmperne $aiina 3neK TpOHHON NoArMcK:

Wms daiina ana coxpaHeHna 3NeKTPOHHOI Noanuey (No-yMonyaHWIo - UMA MCXOAHOro aitna ¢ aobasneHnem
BbIGPaHHOro paciumpeHns):

DEMO ¢ sig

Manka ana coxpaHeHnsa Nony4eHHON 3NEK TPOHHOM MOANMCH:
D:ADEMO\

KommeHTapuii K 3neK TPOHHOM noarmeu:

MacTep 3aBepeHnus 3Jll.

Mpw 3aBepeHnn OTCOeANHEHHOM NOANMUCK, MacTep NPeaBaPUTENbHO NPeaNoXKKUT BbibpaTb daiin, ana
KOTOPOro co3aHa ncxogHas NoAnuch. 3aBepeHne HeaelcTBUTENbHOW NoANMCHU 3anpeLLeHo. B
nocaeayowmx AeNCTBUAX AaHHbIA macTep NOBTOPAET MacTep noanucanus. Npodunun ana gaHHom
onepaLmm TakKe UCMO/Ib3YOTCA TE ¥Ke, YTO U AJ1A onepauun nognucaHusa. PasHuua B nosegeHmm
3aKNHOYAETCA B TOM, YTO B @HHOM MacTepe HeT Bbibopa popmaTa CoOXpaHeHMA NOAMNMNCH, a TaKKe MMEHM
daiina v nanku 4na coxpaHeHuaA NoyYeHHOM NOANUCH, TaK Kak gobaBaeHne NoaAnucu UAET B yKe
CYLLECTBYIOLLUIN KOHTEHED:



.Macrep co3A3HMA saaelpmou;éﬁ,, 1
BeiBop cepvdmkaTa nonb3osaTena Buifop Tvna 1 opMaTa noarmcu | BoiGop umetn daitna nognmcu |

Wms BbiIGpaHHoro Npoduna AnA BbINONHEHWA A3HHOM OnepaLwm; [Hoauu npodunb ']

[[] WenonssosaTs npucoemHerHyIo LMPPOBYIC NoaNMch

[Mp1 MCrONb30BaHWN NPUCOE AMHEHHOIA MOATMCH COABPXUMOE NOAMCHIBAEMOr0 daiina ByaeT COXPEHEHO BHYTPH
KOHTE{iHEpa 3NeKTPoHHOM noanmey. [Mpu 3ToM CBASE C MCXOAHBIM MOAMCHIBAEMBIM BainoM ByaeT NoTepAHa.

[ Cosparmms 3nexTpoHHy0 LWEpoBYD NoanWck & ®opMaTe Base 64

TMpu MCronb30BaHMM COXPEHEHUA 3NEKTPOHHOM Noanvcy B dopmate Base 64 nonyyenHbiit dain noanvcy ByaeT
COXPaHEH B 33KOAMPOBaHHOM BUAE, 4TO 0BNEryaeT AanbHEMWYI0 NEPECHINKY NOATMCH, K MPUMEDY, Mo
3NEKTPOHHOM NouTe.

Macrep cosaanya 3aseparoweli noanicy

BeiBop cepvdukaTa nonb3osaTens BeiBop Twna 1 dopmata noanmcu BuiSop umeHn daitna noammcu

Vima BbiBpaHHOro NPo$una ANA BbiNONHEHUSA A3HHOM ONEpaLMN: [uoaun npodunb

PacumpeHue daiina snekTpoHHoM noamcy: |

Wms daiina ana coxpaHeHna 3neKTPOHHOI MoanMey (Mo-yYMoNYaHuIo - MR MCXOAHOrO daiina ¢ aobasneHnem
BbIBPEHHOr0 PaciuMpeHns):

DEMO b sig Buibpate

Manka anA coxpaHeHnA NoMy4YeHHON 3NEKTPOHHOM NoAMCK:
D:ADEMON

KomMmeHTapuit K 3neKTPOHHOI NOAMCH:

Mpu Ha*KaTMM KHOMKK [0Mo80 cncTemMa NPOBEPUT 3aBepAemMyto NOAMNUCH U BbiBeAEeT OKHO AN4 Bbl6opa,
KaKyto U3 nognucein, cogepxawmxcs B palisie 3aBepaTb:



ﬁuuainue!_;

[nsa cozganna 3asepatoLLieit nognucu Heobxoanmo, 4Tobbl ncxogHas
nognuce Bbina BepHa.

Ceituac Byaet 3anyLeH MacTep nposepku noagnucu. Mo okoHYaHuK
paboTel MacTepa ByA€eT co34aHa yA0CTOBEPAIOLLAA MOANKMCh

Bpema cosganus noanucu
NpocMoTpeTs KOMMEHTapWIA K MOANMCH
WHpopmawma o cepeukaTe noanmcu
Pacuwmpenma nognmcu

... YTBEpXAAI0WLVE NOATACH

Wseneus dain

Mocne Bbl60pa noAanmMcu U3 CNUcKa Haxkmmte flomoeo, un Bbl6paHHaﬂ noanucb 6y,EI,ET 3aBepeHa.



MacTtep npoBepku 1.

4 — =

BpeMﬂ CO34aH1A noanuey no mectHomy spemenn (UTC +04:00): 25.12.2012 15:24:35
- [poCMOTPETH KOMMEHTEPHI K NOACH
- MiHpopmaLya o cepmugmkaTte noanmcy
|- Pacwmperua noanmcy
- YTBepxgatowmue noanmcu
neHTMdMKaTOp cepTudmkaTa noanuey: 69F4BOEGDD000000021Cdevea2003

Paay

§ FE3YNbTAT NPOBEPKK NOATMCH [eiictBuTensHa

B PesynbTaT Nposepku cepTudukaTa: deiicTenteneH
- Bpema cozaanma nognucy no mectHomy spemetn (UTC +04:00): 25.12.2012 14:44:39
- [pOCMOTPETE KOMMEHTaPHIA K NOACH

|- ViHpopMaLma 0 cepTdmrKaTe noanmcu

|- Pacwmpenua noanmecy

= YTBepx.uanou.me noanucK

[=- MnermomkaTtop cepdukaTta nognven: 38550058000000000249devca2003
YNbTaT NPOBEPKK NoaNUCK: ﬂEﬂ“CTBHTEﬂt:-Ha

PesynbTaT nposepky cepmeunkaTa: deiicteuTtensH
Bpema cozpaHus noarmen no mectHomy spemenn (UTC +04:00): 25.12.2012 15:25:03
MpocMoTpeTs KOMMEHTapMIA K Noanucu

[+~ MiHdopmaLwma o cepTMdmrKaTe noanucu

[#- Pacwmperna nognuen

3aKpbiTs

Mpu nposepke 3 BbIBOAUTCA OKHO, B KOTOPOM MOKa3aHO Mepapxmuyeckoe aepeso nognucei. Mpu stom
NpesoCTaBAAETCA BOSMOXKHOCTb MPOCMOTPA NapameTpoB KaxKAoM 13 nognucen cnucka, ceptudukara,
MCNO/Ib30BAaHHOIO ANA CO34aHUsA KaxKaol 3 1 n3BneveHmn coaepKMMoro npmucoeanHeHHom 3N B
nanky, yka3aHHyo Nnosib30BaTenem.

Kpome Toro, B 3TOM e OKHe B NyHKTe «PacwupeHusa nodnucu» nokasbiBaetca nHbopmaums,
nosy4yeHHan Npu NPOBEPKe PaCLUMPEHNI NOANNCHK, HANPUMEP LWITaMNa BPEMEHU MU PaCLLUMPEHMUSA
rpadmyeckoi nognucu.

B cnyyae NpoBepKKn OTCOeAMHEHHOM NOANUCKU CUCTEMA CaMa BbiBEAET OKHO Ans Bbibopa daina, ana
KOTOPOro Heo6X0AMMO NPOBEPUTL AAHHYIO NOAMKUCD.

MacTtep mmdpoBaHuUA.

MacTep BbINO/IHAET CeAYOWY0 Nocef0BaTe/IbHOCTb AEVICTBM“Z

1. Bbibop cepTMdUMKaTa NONb30BATENA U3 AOCTYMHbIX B MO/1b30BATE/IbCKOM XPaHWUIMLLE
cepTndMKaATOB, NYTb K KOTOPOMY MOXKHO U3MEHUTb B HACTPOMKAxX CUCTEMbI. M3MeHUTb
XPaHUANULLE MOXHO M3 HACTPOEK CUCTEMbI, KOTOPbIE MOXKHO 3aMyCTUTb C KaXK40M CTpaHuLbI
MacTepa, Ha*Kas KHoNKy Hacmpoliku:



BeiBop cepvgmkaTa nonbsosaTens ‘ BeiGop opmaTa sawnpposaHHoro daina ‘ BeiGop cepmvemkatos nos| ¢ | » |

Vima BbIGpaHHOro MPo®MNA ANA BbINONHEHWA AHHOMN ONEPaLMN; [noeuﬂ npodunb

CrMcok AOCTYMHbIX CEPTUPUKATOE B AAHHBIX XPEHUNMILEX:

- 40CE4D3A66458FBA4F682D0BF6BDED3Edevca2003
+- 3B3CC085000000000248devca2003

+- 3B7298B300000000024Cdevca2003

+- 610384B2000000000208devca2003

+- 3B7051E000000000024Bdevca2003

H- 1710A433000000000217devca2003
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+- 16A66345000000000216devca2003
- 4DCB552A000000000212devca2003

- 3B6C9A4600000000024Adevca2003
+- 3B550058000000000249devca2003
+- 3B398F81000000000247devca2003
3§ 69F4BOEG0000000002 1Cdevca2003

< m i

WaeHmdukaTop BbIGPaHHOr0 CEpTUPMKATA:
69F4BOE6GDD000000021Cdeveca2003

2. Bbi6op dopmara coxpaHeHUa Noay4eHHOro 3alindpoBaHHOro ¢aina (Hanmumne nam oTcyTCTBUE
KOAMPOBKK B Baseb64):

- -
Mactep wudposaHua dainos

BeiBop cepvdmkaTa nonb3osatens ‘ I Buifop dopmaTa sawmbposaHHoro daiina | BoiBop cepiidukaTos noxEE] i

Wma BbIBpaHHOro NPOPUAA ANA BLINONHEHWA AZHHON ONepaLmn: [Hoabﬁ npodunb ']

[] CoxparuTs sawmpposaHHsIi daiin & dopmate Base 64

[Mpy ucnonb30BaHWM COXPEHEHWA 3aWWPPOBAHHOM0 Paitna B popmaTe Base 64 nonyyeHHbIN 3aWMPPOBEHHBIA
aiin ByaeT CoXpaHeH B 33KOAMPOBaHHOM BUAE, YTO 0BNEryaeT AanbHENLY0 NepeckInKy 3alMdpPOBaHHOr0
aiina, K npuMepy, o 3NeKTPOHHOIA NouTe.

3. Bblbop cepTndUKaToB NosyyaTenen sawmndpoBaHHoro paiiia n3 cnncka cepTuduKaTos,
AOCTYMHbIX B XpaHunuue Moayyamenu 3auiugposaHHsix ¢alinos:



@ N
Macrep wudposarua paitnos @

.

BeiGop opmata 3awmPpoBaHHoro daina BeiBop cepmdmkaTtos nonyyateneit | BoiBop umern sawmdpol ¢ |,

Bei6paHHbii podunb ANA BLINONHEHWA A3HHOW OnepaLm: [HOBbu’I npodunGL vJ
CrncoK A0CTYMHBLIX CEPTMRMKATOE NonyyaTeneit: Crmcok BbIBpaHHbIX CEpTURMKATOB NonyyaTeneit:
=1~ sscu:My O6Hoeum || - 3B398F81000000000247devca

1 A0CEAD3A66458FBAF682D0BFEBDEQ:
- 3B3CC085000000000248devca200
- 387298B300000000024Cdevca200
- 610384B2000000000208devca200
- 387051E000000000024Bdevca200
- 1710A433000000000217devca200| | ~

:
16A66345000000000216devca200
|- 4DCB552A000000000212devca2003

- 3B6C9A4600000000024Adevca20(
-3B550058000000000249devca200

- 3B398F81000000000247devca200
- 69FABOEG00000000021Cdevca200

*
3

< lam| »

Bbl MmoxeTe A06aBnaTb cepTMdMKaTbl nonyyateneit 3awmdpoBaHHOro cooblueHMs B CAUCOK
BblIBpaHHbIX MoAydYaTenei Kak no oAHOMY, TaK M BblbpaB B CNUCKe AOCTYMHbIX CEPTUPUKATOB
XpaHuAuuie uenmkom. B Takom ciydae B CnMcoK nosiyyaTenie Aob6aBnAlTca Bce cepTuduKaTbl,
cogeprkalumeca B BbiIbpaHHOM XpaHUAULLE.

KpacHbiM OTMeYeHbl HeaeWcTBUTE/IbHble Ha AaHHbI MOMEHT cepTUuduKaTbl. MNpu HaseaeHUU
yKasaTens MbllWM Ha [AaHHbI cepTMMKAT NOKA3bIBAaeTCA MNPUYMHA NpPU3HAHUA cepTudUKaTa
HEeBEpPHbIM.

HupHbIM WpndTOM 0TMeYatoTca cepTUdMKaTbl, ANA KOTOPbIX HAWAEH CBA3AHHbIM C HUMU 3aKPbITbIN
K/tou.

Bbl MorKeTe 06HOBUTL COAEPKUMOE CMIUCKA HAXKAaTUEM KHOMKN « O6HOBUMb Y.

C NOMOLLbIO HACTPOMKKN «COXPaHUMBb CIIUCOK nosayyamesneli» 8 Mpogdhuse MOXKHO CO34aBaTb pasHble
npoounu gna wnudpoBaHUA A PasHbiX 3a4a4. ECiv y BaC MHOXKECTBO pas/IMYHbIX U YacTo
N3MEHSAIOLLMXCA NonydaTenei 3awmndpoBaHHbIX Gpaiios, 3Ty raNouKy peKoMeHAaYeTca CHATb. Mpn
BblboOpe Takoro NpoduAsA U3 CNMCKa macTep cpasy OTKPOETCA Ha CTpaHuue Bbibopa noayyaTenei
3awmndpoBaHHoro daina.

Ecnun ke He06X0AMMOCTM B YacTOM CMeHe nosiyyatenei HeT, AMbo nx Hebonbloe GUKCMPOBaHHOE
KO/IMYecTBo, TO ropaszgo bosee yao6HbIM pelueHnem byaeT co3gaHne HeCKONbKMX npodunei ¢
COXPAHeHHbIMM B HUX CMIMCKamM noayyaTenei. Mpu Takom MCNoib30BaHMM BaM byaeT A0CTaTOYHO
NMWb BbIBpaTb Npodurb M UMA dalina ANA coXxpaHeHUA pesyabTaTa MmacTepa, a cam mactep byaer
OTKPbIT C NOCNeAHEeN CTpaHULbI.

4. MonyyeHne MMEHU ANA COXpaHeHUA 3alunmbpoBaHHoro daina



7 — e F
Macrep wudposanua paiios 4 - ﬂ

3 BeiBop cepieukaTos nonydyatenei ‘ I Beifop umeHn 3alwmdposaHHoro daina i <>

Wima anﬁpaﬂnoro Npo®UnA ANA BbINONHEHWA A3HHOW ONepaLmn: [HOBbﬂ npodunb v]

Paclwmpetie 3alWMPPOBaHHOro daiina: | enc)

” Wms daitna ans coxpaHeHna SaWMepoBaHHbX AaHHBLIX (N0-YMONYEHWIO - UIMA MCXOAHOro daiina ¢
no6asneHnem BbIGPaHHOMO PECIUMPEHINA):

| DEMO ¢t .enc

MManka anA coxpaHeHWs Nony4yeHHOro 3alwnMdPOBaHHOro Paina:

D:ADEMON

Ecnu B HacTpoiKax BbibpaH Npodumnb ana wWndpoBaHMA NO-yMONYaHUIO, TO paboTa macTepa HauyMHaeTcs
¢ n.4 (Kpome cnyyaes npoduaelt c NyCcTbiMM CMCKaMK NoydyaTenei; B Takux caydasx paboTta macrepa
HayHeTcA ¢ n.3). Ecan B UMeHM UcxoaHoro ¢aiina oTcyTCTBYET pacwmpeHne *.enc, HeobxoAMMO BBECTH
nums danna.

Ecnv B HacTpoliKax yKa3saHO MeCTOMNON0KeHWe daitna pesynbtaTtoB PAOOM € UCXOOHbIM ghalinom, To
BbIBMpPaTh KaTanor gna CoOXpaHeHUa UTorosoro ¢aina He TpebyeTcs.

MacTep pacmiuppoBbIBaHMS.

MacTep BbINO/HAET CeAYIOWY0 Nocef0BaTe/IbHOCTb AeﬁCTBMﬁZ

1. Bbibop cepTMdMKaTa M3 CNMCKA NOb30BATENLCKUX CEPTUDUKATOB, HAa KOTOPOM NpeanoiaraeTcs
npousBoguTb pacwndpoBbiBaHNE KOHTelHepa. CNMCoK cepTUdMKaToB popmMmmnpyeTca U3 Crncka
nosiyyatesiei Camoro KoHTenHepa. Ecamn Tpebyemble cepTnduKaTtbl 4na paclumndpoBbiBaHUSA
OTCYTCTBYIOT B BalLleM M0/1b30BaTE/IbCKOM XPaHWUMLLE cepTUPMKATOB, X UMeEHA ByayT
BblAe/IeHbl KPAaCHbIM LLBETOM:



VMacrep pacmqq?pppﬂﬁgﬂm.‘

BeiBop cepgukaTta nonb3oBaTens ’ BeiGop vMeHu pacmpposaHHoro daina

Wma BbiGpaHHOro Npoduna Anf BbINONHEHWA A3HHON ONEepaLMn: [nou,ﬂ npogunb

Crnvcok cepTMdMKaToB NonyyaTeneii 3awndpoBaHHOro KOHTENHepa:

28 3B6C9A4600000000024Adevca2003

WaeHmounkaTop BoIBPaHHOD CepTUDMKAETE:
3B6CIA4600000000024Adevca2003

MupHbIM WprdTOM OTMEYatoTca cepTUdMKaTbI, 415 KOTOPbIX HAUAEH CBA3AHHbLIA C HUMM
3aKpPbITbIN KLU,

Bbl MoOKeTe 06HOBUTL COAEPKMMOE CNINCKA HAaXKaTUEM KHOMKN « O6HoB8UMbY.

MonyyeHWe MMEHM 1 KaTanora A1a CoOXpaHeHUn paclumepoBaHHoro daina. Ecam B HacTpoiiKax
YKa3aHo mecTonosioxKeHue daiina pesynbtatoB PAGOM ¢ UcX0OHbIM ¢halinom, To BblIbUpaTb
KaTafnor 4na coxpaHeHus utorosoro ¢aiina He TpebyeTca:

| BeiBop cepmgukaTta nonb3oBaTena BeiGop uMeHu paciumgposaHHoro daiina

Wms BbIBpaHHOro NPo®MnA ANA BbINONHEHWA A3HHOM onepaLwn: [Hoabn npodunb

Pacwwpenme 3awndpoBaHHoro aiina:

Wma daiina ana coxpaHeHna paciundpoBaHHBIX ASHHBIX:
DEMO

Manka anA CoxpaHeHWA NoNYYeHHOro PacIUMPPOBAHHOTO Daiina:
D:ADEMON




Ecnu B HacTpolKax BbibpaH Nnpodumab Ana pacwmdpoBbiBaHUA NO-YMOIYaHUIO, U BbIOPAHHbIN
cepTMdUKAT NOb30BATENA €CTb B CMMCKe NoslyyaTesien 3alnMppoBaHHOro KOHTelMHepa, To paboTta
MmacTepa HauynHaeTcA ¢ n.2.

MaCTep CO3JaHUA NIOAIIMCAHHOIO U BaHII/I(l)pOBaHHOI‘O KOHTEﬁHepa.

MacTep nocsienoBaTte/ibHOW Bbi3bIBAaE€T MACcTePbl NOANUCAHUA U WNPPOBAHUA, pe3ybTaToM PaboTbl
KOTOPbIX CTAHOBUTCA NOAMNUCAHHbINA NPUCOeAMHEHHOW NOANMCHIO U 3aWNPOBAHHbIN dain — Takok
¢daiin Becbma yaobHo oTnpasaaTb no e-mail. B cnyyae, ecnn B HaCcTpoMKax Nonb3oBaTesnei BbibpaHbl
NpPodMAM NO-YMOSIYAHMIO ANA ONepaunii nognmucanua u wudposaHus, paboTta Nosb3oBaTens HAYHETCA C
n. 4 mactepa WndpoBaHUa, MacTep NOANMCaHMA e byaeT BbINoJHEH aBTOMATUYECKN.

Macrep pacmiudppoBbiBaHUsA U npoBepkH I moANMCaHHOTO U
3aliuPpPOBAHHOrO KOHTEHHepa.

MacTep BbINOJ/IHAET CAeAYIOLLYI0 NOC/IeA0BaTEe/IbHOCTb AEMCTBUIA:

1. Bbibop cepTrdMKaTa U3 CNUCKA NOJIb30BaTEIbCKUX CEPTUDUKATOB, Ha KOTOPOM Npeanonaraercs
npousBoauTb paclmdpoBbiBaHUE KOHTeMHepa. B cnydae ecnu cepTudmKaT He ByaeT ABHO
YKasaH, UCrno/ib30BaTb CEPTUDMKAT N0 YMONUYAHMUIO.

2. Bblbop rnybuHbl pacnakoBKM KOHTeHepa (pacwmndpoBaTb UK paclimdpoBaTb U U3BNIEYb
nucxoaHbii ¢ann). B cnyyae paciimdpoBbiBaHUA NPEAOCTaBASETCA BO3MOMKHOCTb ANS YKa3aHUs
UMmeHu dalina KoHTelHepa. Mo ymonyaHuio, 4aHHOE UMSA NOBTOPSET UMSA UCXOAHOro daina ¢
pacwmnpeHunem *.sig. B cnyyae nssneyeHuns ucxogHoro daina npegocraBnseTca Bbibop mexay
BBEAEHMEeM NoNb30BaTeleM MMeHU dainna U UCNoIb30BaHNEM UMEHU dalina, XpaHaLLerocs B
nose «naeHTuduKaTop pecypca» 3. Mpu nposepke I BbIBOAUTCA OKHO, B KOTOPOM MOKa3aHO
nepapxmyeckoe AepeBo NOANUCEN C BOSMOMXKHOCTbIO MPOCMOTPA NAapPamMeTPOB Kaxaomn 13
noAnucel CNncka, a TakKe cepTuduKaTta, MCNoIb30BAHHOTO A/1A CO34aHMA KaXKA0N KOHKPETHOM
an.

Ecnv BO BCNAbIBAOLWEM MEHIO BblIBpaH NPodub C 3aN0AHEHHbIMW HAaCTPOMKaMK ANA AaHHOW onepauun,
TO paboTa macTepa A0/IKHA HaYMHATLCA ¢ N.2. 18 gaHHOM onepaumm B npoduae fONKHbI 6bITb
3ano/IHeHbl HACTPOMKM Kak ana I, Tak 1 ana WndpoBaHus.

MacTep oTcoeguHeHUs /MpUcOeJUHEHUS MOANMUCAHHOTO (paiijia JaHHBIX

MacTep BbINOJHAET U3MEHEHMA TUMNA NOANUCK KOHTeMHepa PKCSH7, oTcoeanHAET nam npucoeamHaeT
daiin aaHHbIX K panny nognmcu.

Cnucku Hacmpoek npogunsi Onsi onepayudl.

Co3spanue, fo6aB/1eHue, 3aBepeHue JI:

CepTuduKat Nonb30BaTe A, Ha KOTOPOM A0NXHa co3aasaTtbes I,
Bua 3N (npucoeamHeHHas (attached) nnm otcoeguHénHan (detached)).
Manka Ansa coxpaHeHMA noaydYeHHbix 1.

A wnN e

Macka ¢alina (no ymonuaHuio *.sig), cornacHo KOTopoW A0NXKHO 6bITb CPOPMUPOBAHO UMA
nonyyeHHoro ¢aiaa noanucu.
5. ®opmat coxpaHeHus noay4eHHol 3M, T.e. Haanume uamn otTcyTcteme Base64 KOANPOBKM.



llludppoBanue:

CepTndMKaT N0Nb30BaTENSA, HA KOTOPOM AO/KEH CO34aBaThCA 3aWMbPOBaHHbINA KOHTEHEP.
CnncoK cepTudmKaToB nonydyaTteneit 3awmndpoBaHHOTO COOBLLEHNA.
Manka A41a coxpaHeHWA NOyYeHHbIX 3alMPPOBAHHbIX KOHTEMHEPOB.

P wnN e

MackKa daiina (no ymonuaHuto *.enc), CornacHoO KOTOpPO AONKHO 6bITb CHOPMNPOBAHO UMSA
nosy4eHHOro 3awndpoBaHHOro daina.

5. dopmaT coxpaHeHMA NOAYYEHHOTO 3alMPOBAHHOIO KOHTEMHEPA, T.€. HaZIMYMe UK OTCYTCTBME
Base64 koamMpoBKu.

PacuindpoBbiBaHUE

1. CepTtudumKaT nonb3oBaTend, Ha KOTOPOM A0/IKHO BbITb NPON3BEAEHO PaclNPPOBbIBAHME
KOHTENHepa.
Manka gnsa coxpaHeHWs NOYYeHHbIX paclimMdpoBaHHbIX $Halifos.
MackKa daiina (no ymonuyaHuto *.enc), cornacHo KOTOPOM A0MKHO BbITb CHOPMUPOBAHO NUMSA
nosyyeHHoro ¢aiia noanucu.

BbIi30B (l)YHKuI/Iﬁ KpnnTorpa(]mquKoro cepBHCa
KpunTorpaduueckuii cepBuc 3anyckaetcs nocae Bbibopa npoduns B mactepe COOTBETCTBYHOLLEN
onepauuu ¢ 3anMcaHHbIMKU B Npoduae napameTpamm (Mam nociae GpopmmnpoBaHmna HoBoro npodunsn,
€C/IM 3TO MacTep Kpuntorpaduryeckoit onepaumnmn) n, COOTBETCTBEHHO, BbIrPY>KaeTCs Mo OKOHYaHUU
BbIMNO/IHEHWNA Onepaumu.

YcraHoBka u yAdJ1eHue

YcmaHoeka KAPMA
[ns yctaHoBkn KAPMA Ha KomnbloTep 3anycTuTe UcnosiHsemblii ¢pain setup.exe n cnepyite ykasaHUam
MacTepa YCTaHOBKMU.

YoasneHue KAPMA
Ona yopanenna KAPMA ¢ KomnbloTepa 3anyCcTuTe CTaHOAPTHYO npoueaypy AeUHCTanAAunm n3 pasaena
«YCTaHOBKa W yaaneHue nporpamm» naHenu ynpasnenusa Microsoft Windows 1 cneayitte ykasaHuam
nporpammbl.

BHumaHue! B npouecce yaaneHus KAPMA moskeT noTpeboBaTtbcA Nepesarpyska KomnbioTepa.




Pa6oTa c kpunrorpadpuyeCKMMHU IPpOBangepaMu 1

UHQPPACTPYKTYPOH OTKPBITHIX KJII0UYEH

Kpuntorpaduueckunit komnnekc KAPMA npegHasHayeH gns paboTbl ¢ KpMnTonpoBanaepamm,
peanusytowmmu cneumnduraymio Microsoft CryptoAPI Ha ypoBHe paboTbi ¢
WwndpoBaHHbIMK/NogNUCaHHbIMK coobuweHnamu (low level messages functions). KAPMA obpabatbiBaet

noanucu 1 sawndposBaHHble cooblueHna B popmaTe cTpyKTypbl S-MIME cornacHo cneunduKkaymm
PKCS#7 (CMS).

Monb3oBaTenb UMEET BO3MOXKHOCTb NPUMEHATbL CEPTUPUKATLI OTKPbITLIX KAOYEN, pasMeLLEHHblEe B
XpaHUAMLWax MHOPACTPYKTYPbl OTKPbITbIX KAtoYel Kak Ha cobcteseHHOM APM, Tak 1 B ceTeBbIX
XPaHWAMLLAX, AOCTYMNHbIX NOAb30BATE/NIO, BKAOYAA XPAaHUAULLA KaTanoros 6e30nacHoOCTy.

BHumaHue! [ns npaBuabHOM opraHnsaummn paboTbl ¢ MHPPACTPYKTYPOMN OTKPLITLIX KtOYEl,
pekomeHAayeTca NpoYnTaTh AOKYMEHTbI « MHGopmayus no pabome ¢ cepmugukamamu» v
«UHpopmauusa no pabome co criucKamu oms3siea», BXogsaLwmMe B coctaB guctpmbytnsa KAPMA.




